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3apeructpuposaHo B MuHtocte Poccumn 18 asrycta 2014 r. N 33620

®ELEPANBbHASA CNYXXBA BE3OMACHOCTN POCCUNCKOW ®EOEPALUMU

NMPUKA3
ot 10 nrona 2014 r. N 378

OB YTBEPXOEHUN COCTABA U COOEPXAHUA
OPFAHU3ALUMNOHHbIX N TEXHUWYECKUX MEP NO OBECMNEYEHUIO
BE30MNMACHOCTU NEPCOHAJIbHbIX OAHHBLIX NPU NX OBPABOTKE
B NH®OPMALIMOHHbIX CUICTEMAX NEPCOHAJIbHbIX AAHHbIX
C UCNONb30OBAHUEM CPEACTB KPUMTOMPA®UYECKOW 3ALLUUTI
WH®OPMALNN, HEOBXOOUMbIX ONnA BbIMONHEHUA YCTAHOBJIEHHbIX
MPABUTENbLCTBOM POCCUACKOWN ®EQEPALIUM TPEBOBAHUM K 3ALLUTE
MEPCOHANbHbIX JAHHbIX A4S KAXA0I0 U3 YPOBHEN 3ALUMULLEHHOCTHU

B cooTtBeTcTBMM C yacTbio 4 ctatbh 19 ®depgepanbHoro 3akoHa ot 27 uons 2006 r. N 152-03 "O
nepcoHanbHbIX AaHHbIX" <1> NpuKasbIBalo:

<1> CobpaHne 3akoHopaTenbcTBa Poccunckon ®enepaumm, 2006, N 31 (4. 1), c1. 3451; 2009, N 48, cT.
5716; N 52 (4. 1), cT. 6439; 2010, N 27, cT. 3407; N 31, cT. 4173, cT. 4196; N 49, c1. 6409; N 52 (4. I), cT. 6974;
2011, N 23, cT. 3263; N 31, c1. 4701; 2013, N 14, cT. 1651; N 30 (4. I), cT. 4038.

yTBEPOUTL NMpunaraemMblie CocTtaB u coaepXxaHne opraHun3aumoOHHbIX N TEXHUYECKUX Mep no obecneyeHnto
6esonacHocTn nepCcoHarnbHbIX AaHHbIX MPU UX o6pa60T|<e B MH(bOpMaLI,I/IOHHbIX CuUCTeMax nepcoHarnbHbIX AaHHbIX C
ncnonb3oBaHnMemMm Cpeancts KpVIHTOFpad)M‘-IeCKOVI 3alnTbI I/IH(bOpMaLI,MI/I, HeobxooMMbIX [AOns1  BbINONHEHUS
YCTaHOBJ1€HHbIX npaBMTeﬂbCTBOM Poccurickon dJe,u,epaLwlM Tpe6OBaHl/II7I K 3aluTe nepcoHasribHbIX OaHHbIX AOnA
KaXgoro mn3 ypOBHeIZ 3allNLLEHHOCTHW.

HvpekTop
A.BOPTHUKOB

MpunoxeHne
K npukady ®CB Poccum
ot 10 utonsa 2014 r. N 378

COCTAB U COOEPXAHUE
OPIAHU3ALUOHHbBIX N TEXHUYECKUX MEP MO OBECINEYEHUIO
BE3OMACHOCTU NEPCOHANbHbIX OAHHBIX NMPU UX OBPABOTKE
B UH®OPMALIMOHHbLIX CUCTEMAX NEPCOHAJbHbIX OAHHbIX
C UCNONb30OBAHUEM CPEACTB KPUNTOMPA®UYECKOMN 3ALLUThI
WHOOPMALIUN, HEOBXOOUMbIX ONnA BbINONHEHUA YCTAHOBJIEHHbIX
NMPABUTENbLCTBOM POCCUACKOWN ®EQEPALIMN TPEBOBAHUM K 3ALLIUTE
NMEPCOHANBHbIX OAHHBbIX ANl KAXXAOIO U3 YPOBHEN 3ALLULLEHHOCTHU

|. Obwue nonoxeHus

1. HacTtoqawmn OokymeHT onpefensieT COCTaB U cofepXaHwe OpraHm3auMOHHbIX U TEXHUYECKUX Mep Mo
obecneyeHnio 6Ge30MacHOCTM MNEpPCOHANbHbLIX AaHHbIX MpU KMX 00paboTke B WHEPOPMALMOHHBIX CUCTEMAX
nepcoHanbHbIX OaHHbIX (anee - MHoOpMaUMOHHAs cuctema) C UCMOSNb30BaHMEM CPEACTB KpunTorpaduyeckon
3awuTbl MHbopMaumm (ganee - CK3W), HeobxoouMbIX ONS BbIMOSIHEHUSA YCTAHOBMNEHHbIX [MpaBUTENBCTBOM
Poccuinckon deagepaumm TpeboBaHWI K 3alMTe NEPCOHArNbHbLIX AaHHbIX ANs KaXO40ro n3 ypoBHEN 3alLMLLEHHOCTH.

2. Hacrtoswmin OOKYMEHT npegHasHayeH [AOnsi onepatopoB, wucnonb3ywowmx CK3UW ana obecnevyeHus
6e3onacHOCTM NepcoHarnbHbIX JaHHbIX NpY X 06paboTke B MHCHOPMALIMOHHBIX CUCTEMAX.

3. I'IpmmeHeHme OpraHn3aumMoHHbIX W TeXHU4YeCKUX Mep, onpenenieHHblX B HacTodAweM [OOKYMEHTe,
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obecneymBaeT onepaTop C yyeTom TpeboBaHWi 3KchnyaTauuoHHbIX AokymeHToB Ha CK3W, ncnonb3yemble ans
obecneyveHns 6e3onacHOCTN NEPCOHaNbHbIX AaHHbIX NpU X 06paboTke B MH(POPMALMOHHbBIX CUCTEMAX.

4. Okcrnyataumss CK3WM pormkHa OCyWecTBNSATLCH B COOTBETCTBMM € AokyMeHTauven Ha CK3U wu
TpeboBaHWAMK, YCTAHOBIEHHBIMU B HACTOSLLEM AOKYMEHTe, a Takke B COOTBETCTBUM C MHbIMW HOPMAaTUBHbLIMU
NpPaBOBbLIMW aKTamu, PerynmpyoLyM1M OTHOLLEHNS B COOTBETCTBYIOLLE obnacTu.

II. CocTaB n cogepxaHne opraHM3aLMOHHbIX
N TEXHUYECKMX Mep, HEOOXOANMbIX A1151 BbIMNOSTHEHUS
yCcTaHoBMeHHbIX [MpaBuTenbcTtBoM Poccuiickon ®epepaumm
TpeboBaHui K 3aLmMTe NEPCOHarnbHbIX AaHHbIX
Ons 4 ypoBHS 3aLUULLIEHHOCTH

5. B cooTtBetrcTBUM C nyHkTOM 13 TpeGoBaHWI K 3aliMTe MepcoHanbHbIX AaHHbIX Npu ux obpaboTke B
NHOPMALMOHHBIX  CUCTEMax MepCcoHanbHbIX AaHHbIX, YTBEPXOEHHbIX nocTaHoBneHnem [paBuTenscTBa
Poccunckon ®egepauum ot 1 HoAbpa 2012 r. N 1119 <1> (pnanee - TpeboBaHus K 3awMTe MNEepPCOHanbHbIX
AaHHbIX), Ans obecneyeHnss 4 ypOBHA 3alUULLEHHOCTM MepcoHasnbHbIX AaHHbIX npu ux obpaboTke B
NMHAOPMALIMOHHbIX CUCTEMAxX HeOOXOAMMO BbINMONIHEHNE Criedyownx TpeboBaHuiA:

<1> CobpaHue 3akoHogaTenbcTBa Poccuiickon Peaepaumn, 2012, N 45, 6257.

a) opraHus3auusa pexuma obecrnedeHuss 6e30MacHOCTM  MOMELLEHUN, B  KOTOPbIX  pa3MelleHa
MHOPMALMOHHAs CcucTeMa, MPEensTCTBYIOWEro BO3MOXHOCTM  HEKOHTPOMMPYEMOro MPOHUKHOBEHUSA UMK
npebbIBaHNS B 3TUX MOMELLIEHUSX MWL, HE NMEIOLMX NMpaBa AOCTyna B 3TU MOMELLEHUS;

©) obecneveHne cCoOXpaHHOCTM HOCUTENEN NEPCOHANbHbIX AaHHbIX;

B) YTBEPXXAEHME PYKOBOAUTENEM onepaTtopa AOKYMEHTa, ONpeaensioLwero nepeyeHb nuL, A0CTyN KOTOPbIX K
nepcoHanbHbIM AaHHbIM, 06pabaTbiBaeMbiM B MHAOPMALMOHHOW CUCTEME, HEOOXoAMM AN BbINOSIHEHWUS UMK
cnyxebHbIX (TPyAOBbIX) 0693aHHOCTEN;

r) ucCnornb3oBaHWe CPeacTB 3alWuTbl UHGOpMauuW, npolealnx npoueaypy OUEHKM COOTBETCTBUS
TpeboBaHMsaM 3akoHogaTenbcTBa Poccuiickon depepaunm B obrnactn obecneveHns 6esonacHoCcTM MHopmaumm,
B Crny4ae, korga npUMeHeHne Taknx CpeAcTB HEOOX0AMMO AN HEMTpanu3aunn akTyanbHbIX Yrpo3.

6. [Ona BbinonHeHuWs TpeboBaHMS, YyKa3aHHOINO B MOAMYHKTE "a" MyHKTa 5 HacToAWero [OKyMeHTa,
HeobxogmMMo obecnedeHne pexuma, NPensTCTBYOLWEro BO3MOXHOCTU HEKOHTPOMMPYEMOrO MPOHWKHOBEHUS UNn
npebbiBaHNss B MOMELLEHUsAX, rae pasmMeweHbl ucnonbdyemble CK3W, xpaHatca CK3UW u (unn) Hocutenu
KMYeBon, ayTeHTuduumpyowen n naponsHon nHcdopmaumn CK3U (ganee - NMomelwleHud), nud, HE MMEIOLLNX
npaea goctyna B [omeLleHuns, KOTopoe JOCTUraeTcs NyTem:

a) ocHalleHus NomelleHnn BXOOHbIMW OBEPbMU C 3amMKamK, obecnevyeHms NOCTOSHHOrO 3aKpbITUSA OBEpPeEN
[MomMelleHMn Ha 3aMOK UM WX OTKPbITUS TOMbKO AN CaHKUMOHWPOBAHHOIO MpoXoda, a Takke oneyatbiBaHus
[MomelleHMI No okoHYaHWM paboyero AHA unu obopynoBaHve omMelleHnn COOTBETCTBYIOLUMU TEXHUYECKUMU
YCTPOWCTBAMMW, CUTHANU3NPYIOLLMMWN O HECAHKLMOHMPOBAHHOM BCKPbITUM [TomeLLeHniA;

0) yTBepxaeHus npasun goctyna B [NomeweHna B paboyee n Hepabodee Bpems, a TakkKe B HellTaTHbIX
cuUTyauusx;

B) YTBEPXAEHUSA NepeyHs NuL, UMetoLLMX NpaBo aocTtyna B [NomMeLleHus.

7. Ona BbinonHeHus TpeOoBaHUS, yka3aHHOTO B MOAMYyHKTe "O" nyHkTa 5 HacToslero [OKYMeHTa,
HeobxoaMmo:

a) OCyLecTBMATb XpaHEHUWE CbEeMHbIX MalUMHHbIX HOCUTENen MepcoHanbHbIX AdaHHbIX B cendax
(meTannuyeckux wkadax), 060pyaOBaHHbIX BHYTPEHHUMU 3aMKaMu C OBYMS v Gonee aybnukatamu Kroden u
NpUCNOCOBEHNAMM OIS ONeYaTbiBaHNS 3aMOYHbIX CKBaXXWH UM KOAOBbIMK 3amMKaMu. B cnyyae ecnu Ha CbeMHOM
MaLLUMHHOM HOCWUTENEe MepCoHarbHbIX AaHHbIX XPaHSTCA TOMbKO NepCcoHarbHble OaHHble B 3awnMgpoBaHHOM C
ucrnonb3oBaHnem CK3W Buge, gonyckaetcs XxpaHeHMe Takmx HocuTenen BHe cendoB (MeTannmyeckmx Wwkados);

0) OCyLecTBNATb MO3K3EMMMAPHbLIN y4eT MAaLUUHHBIX HOCUTENENn nepCoHanbHbIX AaHHbIX, KOTOPbIV
OOCTUraeTca nyTeM BEAEHWS >KypHama ydeTa HOCUTENEeW nepcoHanbHbiX [AaHHbIX C  MCMNOSb30BaHUEM
perncTpaunoHHbIX (3aBOACKMX) HOMEPOB.

8. [Ona BbinonHeHns TpeboBaHus, ykasaHHOro B noanyHkTe "B" nyHKTa 5 HacTosWlero [OOKyMEHTa,
HeobxoaMMO:

a) paspaboTaTtb M yTBEPAMTb OOKYMEHT, onpeaensowuin nepeyeHb nuu, JOCTYN KOTOPbIX K NEPCOHANbHbIM
OaHHbIM, obpabaTbiBaemMbiM B WH(OPMALMOHHOW cucTeEME, HeobXoauM [Ns BbIMOSIHEHMS MMMU  CIY>XEOHbIX
(TpymoBbix) obsizaHHOCTEN;
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0) nogoepxmBaTb B akTyallbHOM COCTOSIHAM AOKYMEHT, OMpeaenswmi nepeyvyeHb nuu, 4OCTYN KOTOPbIX K
nepcoHanbHbIM AaHHbIM, 00pabaTbiBaeMbiM B MHAOPMALMOHHOW CUCTEME, HEOOXoaAUM AN BbINOMHEHUS UMK
cnyxebHbIX (TPyaoBbIX) 06s13aHHOCTEN.

9. [Ona BbINONHEHUS TpeboBaHWUs, yka3aHHOTO B MNoAnyHKTe "r" nNyHKTa 5 HacTosAwero [OKYMEHTa,
HeoOXOOMMO [Ons  KaXZoro M3 YpPOBHEM 3alMLLEHHOCTM MEepPCOHarnbHbIX AaHHbIX npumMeHeHne CK3U
COOTBETCTBYIOLLErO Kracca, No3Bonswmux obecneynBaTb 6€30NacHOCTb NEPCOHANbHbIX AaHHbIX NMPY peanusaumm
LerneHanpaBrieHHbIX OENCTBUA C MCMOMb30BaHMEM annapatHbiX M (UNKn) MporpaMMHbLIX CPeACTB C  LEerbio
HapyLleHus 6esonacHocTu 3awmiaeMbix CK3M nepcoHanbHbIX AaHHbIX UM CO30aHUA YCIOBUIM ANs 3TOro (aanee
- araka), KoTopoe AOCTUraeTcsl NyTeM:

a) Mony4YeHust UCXOOHbIX AaHHbIX ANA (POPMUPOBAHMS COBOKYMHOCTU MPEAMNONOXKEHUA O BO3MOXHOCTSIX,
KOTOpblE€ MOMyT UCNONb30BaTbCA MPU CO34aHMK CnocoboB, MOArOTOBKE M NPOBEAEHMM aTak;

0) dopmupoBaHMs W YTBEPXKOEHUS PYKOBOAMTENEM oOnepatopa COBOKYMHOCTM NPEANOSIOKEHUA O
BO3MOXHOCTSIX, KOTOpble MOryT MUCMOMb30BaTbCs MpU CO34aHUM CnocoboB, MOArOTOBKE U MPOBEAEHUMN aTak, U
onpeerneHue Ha 3TOW OCHOBE M C Y4ETOM TUNa akTyanbHbIX yrpo3 Tpebyemoro knacca CK3U;

B) Mcnonb3oBaHus Ans obecneyeHns TpebyemMoro ypoBHS 3aLLMLLEHHOCTU MEPCOHANbHbIX OAHHBLIX MPU KX
obpaboTke B MHopmaumnoHHon cucteme CK3U knacca KC1 v Bhiwwe.

10. CK3WM knacca KC1 npumeHsitoTcs ANs HeWTpanusauun atak, npu co3gaHun crnocoOOoB, MOArOTOBKE U
NPOBEAEHUN KOTOPbIX UCMOMb3YIOTCH BO3MOXHOCTU U3 YMCNa CreayoLwmx:

a) cosgaHve cnocoboB, MOAroToBKa W npoBefeHve aTtak 6e3 MnpuBneYeHust cneumanuctoB B obnactu
pa3paboTku n aHannsa CK3W;

0) co3paHmne cnocoboB, NOAroTOBKA M MPOBEAEHME aTak Ha pasrM4yHbIX 3Tanax >XM3HeHHoro uukna CK3U

<1>;

<1> K atanam xu3HeHHoro uukna CK3W oTHocATcs paspaboTtka (MogepHu3aums) ykasaHHbIX CPeacTB, WX
NpOU3BOACTBO, XpaHeHWe, TPaHCNOPTUPOBKa, BBOA B SKCMyaTaumio (MyckoHanaaouHble paboTbl), akchnyaTaums.

B) NpoBefeHNe aTaku, HaxoAsaCb BHE MPOCTPAHCTBA, B npedenax KoToporo OCYLUECTBISAETCS KOHTPOSb 3a
npebbliBaHNeM 1 AeNCTBUSIMU NAL, U (UNX) TPAHCNOPTHBIX CPEACTB (Aanee - KOHTPonMpyemas 3oHa) <1>;

<1> [paHuLeil KOHTPONMMPYEMOMN 30HbI MOryT ObiTb MEpUMETP OXPaHseMON TeppuTopuM NpeanpuaTUs
(yypexaeHusi), orpaxkgatroliMe KOHCTPYKLMM OXPaHSEMOro 3[aHusl, OXPaHsieMOM 4acTu 3[aHusl, BblOENeHHOro
MOMELLEHNS.

r) NpoBeAeHNe Ha aTanax paspaboTku (MogepHM3aumm), NPOM3BOACTBA, XpaHeHus, TpaHcnopTupoBku CK3U
n aTane BBoda B akcnnyataumio CK3W (nyckoHanago4dHble paboTbl) cnegyoLwmx aTak:

BHECEHNEe HeCaHKLUNOHMPOBaHHbIX n3ameHeHnn B CK3U 1 (Mnun) B KOMNOHEHTbI annapaTHbIX Y NPOrpamMMHbIX
CpeacTB, COBMECTHO C KOTOpbIMU WTATHO GyHKUMOHUpYOT CK3W n B COBOKYNMHOCTWM npeacTaBnsiowime cpeny
dyHKumMoHnpoBaHusa CK3U (ganee - CP), koTopble cnocobHbI NOBNMATL Ha BbINoNHeHWe npeabsasnsemblx kK CK3U
TpeboBaHWi, B TOM YMCHe C UCMONb30BaHNEM BPEOOHOCHLIX MPOrpamMm;

BHECEHME HECaHKLUNOHUPOBAHHbIX N3MEHeHMI B okyMeHTauuio Ha CK3U n komnoHeHTbl CO;

[) npoBefeHne atak Ha aTane akcnnyatauun CK3U Ha:

nepcoHanbHble JaHHbIE;

KNOYEBYH0, ayTeHTUMMLNPYIOLLYIO 1 NaponbHyto Hopmaumio CK3U;

nporpaMmHble KoMNoHeHTbl CK3U;

annapartHble KoMnoHeHTbl CK3W;

nporpamMmmHble KOMMoHeHTbl C®P, Bkntoyas nporpammHoe obecneyeHne BIOS;

annapartHble KOMMNOHeHTbI CP;

JaHHble, NnepefaBaeMble MO KaHanam CBA3u;

UHble OObLEKTbl, KOTOpble YCTAHOBMEHbI MPU (OPMUPOBAHMU  COBOKYMHOCTU NPEANONIOXKEHNA O
BO3MOXHOCTSAIX, KOTOpble MOryT WCMNOMb30BaTbCA MpU CO34aHMKM CMOCOOOB, NMOArOTOBKE M MpPOBEAEeHUM aTak C
Yy4eTOM MPUMEHSIEMbIX B MH(POPMALMOHHOW CUCTEME MH(POPMALIMOHHBIX TEXHOMNOMMIA, annapaTHbIX CPeACTB (aanee
- AC) n nporpammHoro obecnedeHus (ganee - MO);

e) nonyyeHvne n3 HaxoasaLwmxcs B cBoboaHOM goctyne WUCTOYHUKOB (Bkntovas
WHOPMALMOHHO-TENEKOMMYHUKALMOHHBIE CETWU, AOCTYN K KOTOPbIM HE OrpaHMyeH onpeaeneHHbIM Kpyrom nu, B
TOM uncne MHOPMAaLMOHHO-TENEKOMMYHUKAUMOHHYIO ceTb "MHTepHeT") mHdopmaumm o6 mnHOpMaLMOHHON
cucteme, B kotopoi ncnonbayetca CK3W. Mpu aTom MoxXeT ObITb NonyyYeHa cnegytowasi MHpopmauus:

obwure cBegeHns o6 MHOPMAaLMOHHOW cucTeme, B KoTopow ucnonb3yetcsa CK3W (HasHaveHue, cocTas,
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oneparop, 06beKTbI, B KOTOPbIX pa3MeLLeHbl pecypcbl UHOPMAaLMOHHOWM CUCTEMbI);

cBefeHns 06 MHAOPMaLMOHHBLIX TeXHoNormMax, 6asax aaHHelx, AC, MO, ncnonb3yembix B MHOPMaLMOHHON
cucteme cosMectHO ¢ CK3W, 3a wucknwoveHvemM cBedeHWA, coaepXXalumxcsi TOMbKO B KOHCTPYKTOPCKOW
OOKYMEHTaUMM Ha WHOPMaUMOHHbIE TexHomnornn, 6a3bl aaHHbix, AC, MO, ncnonb3yemble B MHGOOPMaLMOHHOM
cucteme coBmecTtHo ¢ CK3U;

CoAepXXaHne KOHCTPYKTOPCKOW foKymeHTauun Ha CK3U;

cogepxaHve Haxogswencs B CBOOOAHOM [OCTyne [AOKYMEHTauuMuM Ha annapaTHble U MporpaMMHble
kKomnoHeHTbl CK3U n CO;

obume cBegeHns o 3almLLIaeMon nHopmalmmu, ucnonb3yemon B npouecce akcnnyatauum CK3U;

CBeAeHMs 0 KaHanax CBA3u, No KOTopbiM nepegatoTcs 3awwmwaemble CK3U nepcoHanbHble gaHHbIE (ganee -
KaHan cBs3n);

BCE BO3MOXHble [aHHble, NepefaBaemMble B OTKPbITOM BMAEe MO KaHanam CBSA3W, He 3alUULLEHHbIM OT
HeCaHKLMOHMPOBAHHOIO A40OCTYyNa K MHpopMaLuumn opraHn3aunoHHbIMU U TEXHUYECKUMU MepaMu;

cBefeHns 060 BCeX MNPOSIBMSIIOWNXCA B KaHamax CBs3W, He 3allMLeHHbIX OT HeCaHKUMOHWPOBAHHOMO
O0CTyna K MHpopMauum opraHn3aLMoOHHbIMU U TEXHUYECKMMU MepaMm, HapyLLEeHNsIX NpaBun akcnnyaTtauun CK3U
n Co;

cBegeHns o060 Bcex MpOoSIBMSIOWMXCS B KaHanax CBSA3WM, He 3alUMLUEHHbIX OT HeCaHKLUMOHUMPOBAHHOIO
Joctyna K uHdopmaunM OpraHvM3aumoHHBIMU M TEXHUYECKMMU MepaMu, HEUCMPAaBHOCTAX M cOOAX annapaTtHbIX
komnoHeHToB CK3U n CP;

cBefeHus, nornyyaemble B pesynbTaTte aHanmaa nibbix curHanoB oT annapaTHbiX KoMnoHeHToB CK3U n Co;

X) NPUMEHEHNE;

Haxogsawmxca B cBO6OAHOM JOCTyNe MM MCnonb3yembix 3a npegenamu KoHTponupyemon 3oHbl AC u MO,
BKIOYas annapaTHble U NporpaMmHble kKoMnoHeHTbl CK3U n CO;

cneynansHo paspaboTaHHbix AC u M0;

3) UICNONb30OBaHME Ha 3Tane 3KcnnyaTauun B Ka4ecTBe cpeabl NnepeHoca oT cybbekTa K 06bekTy (0T obbekTa
K CybbeKkTy) ataku AeCTBUM, OCYLLECTBMASEMbIX NPU MOATOTOBKE U (M) NPOBEAEHUM aTaku:

KaHamnoB CBs3U, He 3alUULLEHHBIX OT HECAHKLMOHMPOBAHHOIO A0CTyNa K UHpopMaumum opraHn3aLMOHHbIMU U
TEXHUYECKUMWN Mepamu;

KaHanoB pacnpocTpaHeHusl CUrHanos, conpoBoxaaroLmx dyHkumoHunposaHme CK3UN n Co;

N) NpoBEeAEHNE Ha 3Tane aKcnnyaTaunm atakm u3 MHpOopMauNoOHHO-TENEKOMMYHMKALMOHHBIX CETEN, AOCTYN
K KOTOpPbIM He OrpaHuWdeH OnpeferieHHbIM KpPyroM 5uu, €ecnm WHOPMAaUMOHHBbIE CUCTEMbI, B KOTOPbIX
ncnonbaytotca CK3U, nmetot BbIxos B 3TU CETH;

K) UCMOMb30BaHMe Ha 3Tane aKcniyaTaunun HaxoaswWmXca 3a npegenammu KoHTponmpyemon 3oHbl AC n M0 u3
cocTaBa cpeacTB MH(POPMaLMOHHOW CUCTEMbI, MPUMEHSIEMbIX Ha MecTax akcnnyatauun CK3W (ganee - wraTtHble
cpencTea).

11. CK3WM knacca KC2 npumeHsioTCs ANs HeWTpanu3auuu aTak, Nnpu co3gaHuu crnocoboB, NoarotoBkKe U
npoBeAeHNN KOTOPbIX MCMOMNb3YHTCA BO3MOXHOCTM U3 YMCria NepevmcneHHblx B nyHkTe 10 HacTosLwero JoKyMmeHTa
1 HEe MeHee OAHOW 13 cneayloLwmnx 4ONONHUTENbHBIX BO3MOXHOCTEN:

a) NpoBeAeHNe aTaku Npy HaxoXaeHun B npegenax KOHTPONMpPyeMom 30HbI;

0) npoeefeHue atak Ha aTane akcnnyaTtauum CK3U Ha cnegytolme o6beKThbI:

nokymeHTauuio Ha CK3U 1 komnoHeHTbl CO;

lMomelleHns, B KOTOPbIX HAaxOAMTCA COBOKYMHOCTb MPOrpaMMHbIX M TEXHUYECKUX 3SFIEMEHTOB CUCTEM
06paboTKkn [JaHHbLIX, CMOCOOHbIX (PYHKLMOHMPOBATbL CaMOCTOSATENbLHO WM B COCTaBE OPYrnX CUCTEM (ganee -
CBT), Ha koTopbix peanu3oBaHbl CK3U n Co;

B) Mofy4YyeHne B paMKax NpefoCcTaBliEHHbIX MOMTHOMOYMIA, a Takke B pe3ynbTaTte HabnogeHun criegytoLlen
MHGopMauunK:

CcBedeHUn O hmamyecknx Mepax 3alnTbl OOBLEKTOB, B KOTOPbIX pa3MeLleHbl pecypcbl MHGOPMAaLMOHHOM
CUCTEMBI;

cBefeHun 0 Mepax no obecrneyeHnIo KOHTPONMPYEMOW 30HbI OOBEKTOB, B KOTOPbIX pa3MeLLEeHbl pecypchbl
WHOPMALIMOHHON CUCTEMBI;

CBEAEHMN O Mepax Mo pasrpaHuveHunto goctyna B lMomelyeHus, B KoTopbix HaxoasTcss CBT, Ha KoTopbix
peannsoBaHbl CK3N n Co;

r) MCMNonb3oBaHME LWTATHLIX CPEACTB, OrpaHUYeHHOEe Mepamu, peanu3oBaHHbIMM B MHOpPMaLWOHHOWN
cucteme, B kotoponm wucnonb3dyetca CK3W, u HanpaBneHHbIMM Ha npedoTBpalleHue U npeceyeHune
HEeCaHKLUNOHMPOBaHHbIX ENCTBUNA.

12. CK3W knacca KC3 npumeHsitoTcs ANs HeWTpanui3auuu aTak, Npu co3gaHuu crnocoboB, noarotoBke U
NpPOBEeAEHNN KOTOPbIX MCMOMb3YTCA BO3MOXHOCTU M3 4Mcra nepedncrieHHbix B nyHktax 10 u 11 Hactosiiero
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OOKYMeHTa 1 He MeHee OIHON U3 CrieayoLmX AONONHUTENbHBIX BO3MOXHOCTEN:

a) cpusmyecknin poctyn k CBT, Ha koTopbix peanu3oBaHbl CK3UN n Co;

©) BO3MOXHOCTb pacnonaratb annapaTtHbiMu komrnoHeHTamu CK3W wn C®, orpaHuyeHHass Mepamu,
peanv3oBaHHbIMM B WMH(OPMALMOHHOM cucTeme, B KoTopow ucnonb3yetca CK3W, u HanpaBneHHbiMM Ha
npegoTBpaLLeHNe 1 NpeceyeHne HeCaHKLUNOHMPOBAHHBLIX JENCTBUN.

13. CK3W knacca KB npumeHsitoTca Ang HenTpanusauum aTak, npu co3gaHumM crnocoOoB, MOAroTOBKE WU
npoBeaeHMN KOTOPbIX MCMNOSb3YKTCA BO3MOXHOCTM M3 4Yucna nepeyucneHHbiX B nyHkTax 10 - 12 HacTosduwero
OOKYMEHTa U He MeHee OOHOMN U3 CneayLwmx JONOMHUTENBHBIX BO3MOXHOCTEN:

a) co3gaHue cnocoboB, NOArOTOBKA U MPOBEAEHUE aTak C MPUBMEYEHNEM CNeumManucToB B obnacty aHanmaa
curHanos, conposoxgatowmx yHkumoHuposaHne CK3M n CP, n B obnactn ncnonbL3oBaHusA Ang peanusauuu
aTak HeAOKYMEHTUPOBAaHHbIX (HEAEeKTapnpoBaHHbIX) BO3MOXHOCTEN npuknagHoro Mo;

©) npoBegeHue nabopaTtopHbix uccnegoBaHu CK3W, wucnonb3yembix BHE KOHTPOSMPYEMOW 30HbI,
OrpaHu4yeHHoe Mepamu, peanu3oBaHHbIMW B MHAOPMALMOHHOW cucTteMe, B kKoTopoin ucnonb3dyetca CK3U, u
HanpaBfeHHbIMU Ha NpeoTBpaLLeHne U NpecevyeHne HeCaHKLMOHUPOBaHHbLIX 4ENCTBUN;

B) npoBefeHne paboT Mo co3gaHuio cnocoboB M CcpeAcTB aTak B Hay4YHO-UCCReoBaTeNbCKUX LIEHTpax,
cneunanuaupyoLmxcst B obnactm paspabotkm n aHanmsa CK3/ n CP, B TOM yucrne ¢ Ncnonb3oBaHMEM UCXOLHbIX
TekcToB Bxogswero B C® npuknagHoro NO, HeENOCPEACTBEHHO UCMOSb3YHOLWEr0 BbI30Bbl NPOrpamMMHbIX (OYHKLIMNA
CK3W.

14. CK3WM knacca KA npumeHsitoTca Ang HenTpanusauum aTak, npu co3gaHumM crnocoboB, NoaroToBke U
NPOBEAEHMN KOTOPbIX MCMOMb3YOTCS BO3MOXHOCTU U3 4Mcha nepeyuncrieHHbix B nyHktax 10 - 13 HacTtosiwero
OOKYMEHTa 1 He MeHee OOHOMN U3 CneayoLwwmnx JONOMHUTENBHBIX BO3MOXHOCTEN:

a) cosgaHue crnocoboB, MOAroTOBKa M MpOBedeHMEe aTak C MpUBMEYEeHMEM CcrneumanucTtoB B obnactu
NCNonb30BaHWsa ANs peanusaummn aTak HeOOKYMEHTUPOBAHHbIX (HEAEeKNapMpOBaHHbIX) BO3MOXHOCTEN CUCTEMHOTO
Mno;

©) BO3MOXHOCTb pacnonaratb CBEAEHMSMMW, COOEPXALUMMUCA B KOHCTPYKTOPCKOM [OOKYMEHTauun Ha
annapaTHble ¥ NPorpaMMHble KOMMOHEHTLI CP;

B) BO3MOXHOCTb pacnonaraTtb Bcemu annapaTHbeiMy koMrnoHeHTamu CK3U n CO.

15. B npouecce oOpMUPOBaHMS COBOKYMHOCTU MNPEAMNoONnoXeHNWA O BO3MOXHOCTAX, KOTOpble MOryT
ncnonb3oBaThbCa NPU co3gaHMn cnocoboB, MOATOTOBKE M MPOBEAEHUW aTak, OOMOMHUTENbHbIE BO3MOXHOCTU, He
BXOASILLME B YUCIO MepeyvucrieHHblXx B MyHkTax 10 - 14 HacToswero OOKYMEHTa, He BAUST Ha MNopsgok
onpeaeneHus Tpebyemoro knacca CK3U.

[ll. CocTaB n cogepxaHne opraHM3aunNoHHbIX
N TEXHUYECKUX Mep, HEOBXOANMBIX AMNsi BbINMOMHEHUS
yCTaHoBMeHHbIX [paBuTtensctBom Poccuiickon depepaumm
TpeboBaHui K 3aLmMTE NEePCOoHarbHbIX AaHHbIX
AN 3 ypoBHS 3aLMLLEHHOCTM

16. B cootBetcTBUM C nyHKTOM 14 TpeboBaHui K 3awimTe nepcoHanbHbIX AaHHbIX And obecnedyeHus 3
YPOBHS 3aLUMULLEHHOCTU MNEePCOHanbHbIX AaHHbIX Npyu ux obpaboTke B MHMOPMAUMOHHBIX CUCTEMAxX MOMUMO
BbIMONHEHNs1 TpeboBaHWI, NPefyCMOTPEHHbIX MYHKTOM 5 HacToswero AOKyMeHTa, HeobxoAMMO BbINOMHEHWe
TpeboBaHNA O Ha3Ha4YeHWWM OOIMKHOCTHOro nuua (paboTHuKa), OTBETCTBEHHOro 3a obecnedeHne 6Ge3onacHOCTU
nepcoHanbHbIX AaHHbIX B UHDOPMALMOHHOW cucTeEME.

17. Ona BbINONHeHWs TpeboBaHMSA, yka3aHHOTO B MNyHkTe 16 HacTosiwero [OKyMeHTa, HeobXxogMmo
HasHayeHne o6nagamwLwero [OOCTaTOYHbIMW  HaBblkaMyW  AOMMKHOCTHOro nwuua (paboTHuka) onepartopa
OTBETCTBEHHBIM 3a obecneveHne 6e30NacHOCTU NEPCOHanbHbIX AaHHbIX B UHGOPMALIMOHHON cucTeEME.

18. [ns BbINONHEHUS TpeOOBaHWUSA, YKa3aHHOrO B MOAMYyHKTE "r" MNyHKTa 5 HacToslero OOKyMeHTa,
HeobxoQMMO BMECTO Mepbl, NPeayCMOTPEHHOW NOAMNYyHKTOM "B" MyHKTa 9 HacCTOsLLEro AOKYMEHTA, MCMOSb30BaTb
ans  obecnevyeHuss TpebyeMOro YpoOBHS 3alUMLEHHOCTU MNepCoHanbHbIX AaHHbIX Mpu KX o06paboTke B
NHOPMALMOHHON cucTEME:!

CK3W knacca KB u Bbiwe B crnyyasx, korga Ans HopMaLmMoHHOW CUCTEMbI akTyalnbHbl Yrpo3bl 2 TUNa;

CK3W knacca KC1 u Bbilwe B cnyyasx, korga anst MHQopMaLnoHHOM CUCTEMbI akTyarnbHbl Yrpo3bl 3 TMna.

IV. CocTaB u cogepxaHue opraHM3aLMOHHbIX
N TEXHUYECKUX Mep, HEOOXOAUMBIX Asi BbINONIHEHUSA YCTAaHOBIEHHbIX
MpaButenbcTBoM Poccunckon ®egepaunm TpedoBaHW K 3alLnUTe
nepcoHanbHbIX AaHHbIX ANS 2 YPOBHS 3aLUMULLEHHOCTM
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19. B cootBeTcTBUM C NyHKTOM 15 TpebGoBaHui K 3alimMTe NepcoHanbHbIX AaHHbIX And obecneyeHus 2
YPOBHA 3aLUMLLEHHOCTM MNEPCOHanbHbIX AaHHbIX Npu KUx obpaboTke B WMHE(POPMALMOHHBIX CUCTEeMax MNOMUMO
BbIMONHEHNss TpeboBaHWW, NPeAyCMOTPEeHHbIX MyHKTamn S5 u 16 HacToswero [AoKymeHTa, Heobxoammo
BbIMONHEeHNe TpeboBaHWA O TOM, 4TOObI AOCTYN K COAEPXaHWI0 SMEeKTPOHHOro >XypHana cooblieHui Obin
BO3MOXEH WCKMIOUMTENbHO Ans AOIMPKHOCTHBIX Nuly (paboTHMKOB) onepatopa MNM YNONTHOMOYEHHOro nuua,
KOTOpPbIM CBeAEeHMWs, coepXawmecs B YKasaHHOM >XypHane, Heobxoaumbl AN BbINOMHEHUS CryXebHbIX
(TpyooBbIX) 06513aHHOCTEN.

20. [lns1 BbINONHEHUS TpeboBaHUS, yKa3aHHOro B NyHKTe 19 HAcTOALWEro AOKYMeEHTa, He06X0ANMO:

a) yTBepXAaeHue pykoBOAMTENeM onepatopa Chnucka nuy, AOMYLEHHbIX K COAEPXKaHWUI0 3NeKTPOHHOro
XypHarna coobLeHn, 1 NogaepKaHne ykasaHHOro Cnmcka B akTyarnbHOM COCTOSIHUW;

6) obecneyeHne MHMOPMALMOHHOW CUCTEMBI @BTOMATM3NPOBAHHBIMWM CpeacTBaMu, PErucTpUpYoLLIMMU
3anpockl nonb3oBaTtene UHHOPMALMOHHOW CUCTEMbI Ha MOryYeHue MepcoHanbHbIX AaHHbIX, a Takke dakTbl
npefocTaBrneHns NepcoHarbHbIX aHHbLIX MO 3TUM 3anpocam B 3NEKTPOHHOM XypHarne coobLLeHNi;

B) obecneyveHre MHPOPMALMOHHON CUCTEMbI aBTOMaTU3UPOBaHHLIMW CPEACTBAMM, UCKIIOYAIOLWMMU OOCTYM
K COAepXaHWo 3MeKTPOHHOro >XypHana CoOOLeHW nuul, He YKa3aHHbIX B YTBEPXAEHHOM pykoBoguTenem
oneparopa cnucke nuu, AoNyLEeHHbIX K COAepXaHUo 3NeKTPOHHOIOo XXypHarna coooLleHui;

r) obecrnevyeHne nepuvoauyveckoro KOHTPOMsS paboToCMOCOBGHOCTM yKa3aHHbIX B MognyHkrax "6" u "B"
HacToSLLero NyHKTa aBTOMaTM3MpoBaHHbIX CPEACTB (He pexe 1 pasa B nonroaa).

21. OAns BbINOMHEHWsi TpeboBaHUA, yKaszaHHOro B MOAMYHKTE "r" MyHKTa 5 HacTodAwero [OKyMEHTa,
HeobxoaMMO BMECTO Mep, NpeayCMOTPEHHbIX NOANYHKTOM "B" nyHkTa 9 u nyHkToM 18 HacTosLwero AOKyMeHTa,
ncnone3osaTtb Ans obecneyeHns Tpebyemoro ypoBHs 3aLUMLLEHHOCTU NepCcoHanbHbIX AaHHbIX Npy nx obpaboTke B
WHOPMALIMOHHON CUCTEME:

CK3WU knacca KA B cnyyasix, korga ans UHopMaLMOHHOW CUCTEMbI akTyarnbHbI yrpo3bl 1 Tuna;

CK3WU knacca KB v Bbiwe B criyyasix, koraa Ans MHHOPMaLUMOHHOW CUCTEMbI akTyarbHbl Yrpo3sbl 2 TUNa;

CK3WU knacca KC1 u Bbiwwe B cnyyasx, korga ans MHpopMaunoHHOW CUCTEMbI akTyarnbHbl yrpo3bl 3 Tuna.

V. CocTtaB u cofgepxaHue opraHu3aLMOHHbIX
N TEXHUYECKUX Mep, HEOOXOAUMbIX ANst BbINONIHEHUS YCTAaHOBIEHHbIX
MpaButenbcTBoM Poccunckon ®enepaunm TpedoBaHWU K 3aLUnUTe
nepcoHasnbHbIX AaHHbIX AN 1 YPOBHS 3aLUMULLEHHOCTM

22. B cootBeTcTBMM C NyHKTOM 16 TpeboBaHW/A K 3alimMTe MepcoHasnbHbIX OaHHbIX Ansa obecnedeHus 1
YPOBHSI 3aLUULLIEHHOCTM MEepPCOHalnbHbIX AaHHbIX NpyM ux obpaboTke B WMHEOPMALMOHHBIX CUMCTEMAaxX MOMMMO
BbINOMHEHNss TpeboBaHwui, MNpegyCMOTPEHHbIX NyHKTamu 5, 16 u 19 HacToswero AokymeHTa, Heobxogumo
BbINOMHEHNe crneayowmux TpebosaHnn:

a) aBTOMaTU4yecKkas peructpaums B 3NEeKTPOHHOM >XypHane 6e30nacHOCTM W3MEHEHWs MOFHOMOYMI
COTPyOHWKa onepaTtopa No JOCTYNy K NepCoHarnbHbIM AaHHbLIM, coAepXallnMcs B MUHPOPMaLMOHHON CUCTEME;

©) cosgaHue oTAEenbHOro CTPYKTYPHOro nogpasgeneHus, OTBETCTBEHHOro 3a obecneveHne Ge3onacHoOCTU
nepcoHanbHbIX AaHHbIX B UHOPMALMOHHOW cucTeme, NnMbo BO3MNOXeHne ero oyHKUMUA Ha OOHO U3 CYLLECTBYHOLLMX
CTPYKTYPHbIX NoApasaeneHuin.

23. Ona BbinonHeHusi TpeboBaHWUS, yka3aHHOrO B MOAMNYHKTe "a" nyHkTa 22 HaCTOSWEro LOKYMEHTa,
HeobxoaMMo:

a) obecneyeHne WHMOPMALMOHHON CUCTEMbI aBTOMATM3UPOBAHHLIMW CPEACTBAMW, MO3BOSAOLLUMU
aBTOMaTU4YECKN PErMcTpupoBaTb B 3NIEKTPOHHOM XypHane 6e3onacHOCTM M3MEHEHMSI MOMHOMOYMIA COTPYOHMKA
onepaTtopa no J4oCTyny K NepCcoHarnbHbIM AaHHbIM, COAEPXKaLLMMCSA B MH(pOPMALNOHHON CUCTEME;

0) oTpaxeHMe B 3NEKTPOHHOM XypHane ©6e30MacHOCTU MOSIHOMOYMA  COTPYOHUKOB —onepaTopa
nepcoHanbHbIX AaHHbIX MO AOCTYMYy K MEePCOHanbHbIM AaHHbIM, COAEepXalMMCH B MH(OPMAaLMOHHOW cucTeme.
YKa3aHHble MOSTHOMOYUS AOMKHbI COOTBETCTBOBATh JOJMPKHOCTHBIM 00513aHHOCTAM COTPYAHMKOB OMepaTopa;

B) Has3Ha4yeHWe onepaTtopoMm Nuua, OTBETCTBEHHOrO 3a MEPUOAMYECKUA KOHTPOIMb BeAEHUS 3NEeKTPOHHOMo
XypHana 6e30nacHOCTM U COOTBETCTBUSA OTPaXEHHbIX B HEM MNOMHOMOYUA COTPYOHWKOB onepartopa MX
OOIMKHOCTHBIM 06513aHHOCTAM (He pexe 1 pasa B MecsL).

24. Ona BbINonHeHus TpeboBaHWSA, ykazaHHOrO B MNoAnyHkTe "6" nyHkTa 22 HaACTOSAWEro OOKYMEHTa,
Heobxoammo:

a) MpoBecTM aHanuM3 LenecoobpasHOCTU Cco3daHus  OTAENbHOr0  CTPYKTYPHOro  noapasgenexus,
OTBETCTBEHHOIO 3a obecneveHne 6€30MacHOCT NepPCoHanbHbIX 4AHHLIX B MHOPMAaLMOHHOW CUCTEME;

0) cospaTb OTAENbHOE CTPYKTYpPHOE noapasferieHne, OTBETCTBEHHOE 3a obecneveHne 6e3onacHoOCTU
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nepcoHarnbHbIX AAaHHBIX B MHPOPMAaLMOHHON cucteme, NMMbo BO3NOXUTL €ro OYHKLMN HA O4HO M3 CYLLECTBYHOLLMX
CTPYKTYPHbIX NogpasaeneHui.

25. [Ina BbINONHeHUs1 TpeboBaHMS, ykazaHHOro B noAnyHKTe "a" nyHkTta 5 HacTosiwero OOKyMeHTa, Ans
obecneyeHns 1 ypoBHS 3aLLMLLEHHOCTU HEOOXOOUMO:

a) obopygoBaTb OKHa [lomeLLeHniA, pacnonoXeHHbIEe Ha NEPBbLIX U (MNN) NOCNEAHMX 3TaXaxX 30aHui, a Takke
OKkHa lMomMeLleHnI, HaxOOALWMECS OKOJO MOXAPHBLIX NIECTHUL, U OPYIMX MECT, OTKyAa BO3MOXHO NPOHMKHOBEHME B
[MomelleHMs MOCTOPOHHUX UL, METalNIMYECKMMN peLleTKaMn UM CTaBHSAMW, OXPAHHOW CUrHanu3auuenm unm
OPYrMMu cpeacTBaMu, NPenATCTBYOWMMN HEKOHTPOIMPYEMOMY MPOHUKHOBEHWNIO MOCTOPOHHUX UL B MOMELLIEHWS;

0) obopynoBaTb okHa 1 aBepwu NomMelleHnn, B KOTOPbLIX pa3MelleHbl cepBepbl MHOPMaLNOHHOM CUCTEMBI,
METannmMYeckumMmn peLlleTkamu, OXPaHHOW CurHanusauuem wnu gpyrumm  cpencteamu, MNpensaTCTBYHOLUMM
HEKOHTPONMPYEMOMY NMPOHMKHOBEHMWIO MOCTOPOHHMX NUL, B MOMELLEHUS.

26. [ns BbINONMHeHWst TpebGoBaHUS, yKazaHHOrO B MOAMYHKTE "r" MyHKTa 5 HacTosAwero [OKYMEHTa,
HeobXoAMMO BMECTO Mep, NPeAyCMOTPEHHbIX MNOoAnyHKTOM "B" nyHkTa 9, nyHktamm 18 u 21 HacTosero
OOKyMeHTa, Ucnonb3oBath Ang obecneveHns TpebyemMoro ypoBHS 3aLUULLIEHHOCTM NEPCOHanNbHbIX AaHHbBIX NPU KX
0bpaboTke B MHPOPMALMOHHOW CUCTEME:!

CK3WU knacca KA B cnyyasix, korga anst UHbopMaLunoHHOW CUCTEMbI akTyarnbHbl yrpo3bl 1 TMna;

CK3W knacca KB u BblLLe B criyyasx, koraa ans nHgpopMaLMOHHON CUCTEMbI akTyanbHbl Yrpo3bl 2 Tvna.
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