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3apeructpupoBaHo B MuHiocte Poccum 31 masa 2013 r. N 28608

OEOEPAINbHAA CITYXXBA NO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOIIO

NMPUKA3
ot 11 cheBpansa 2013 r. N 17

OB YTBEPXXOEHUU TPEBQBAHVII?I .
O 3ALNTE UH®OPMALIMN, HE COCTABJIAIOLLIEM TOCYOAPCTBEHHYIO TAVHY,
COOEPXALLENCA B rOCYOAPCTBEHHbBIX MUH®OPMALIMOHHBIX CACTEMAX

Cnuncok N3MeHsIILWLnX AOKYyMEHTOB
(B pea. Npukaza PCTOK Poccunm ot 15.02.2017 N 27)

B cootBeTcTBUM C 4YacTbto 5 crtatbn 16 PepepanbHoro 3akoHa oT 27 wons 2006 r. N 149-03 "O6
MHpopMaumn, WHMOPMALMOHHBIX TexXHorormsax M o 3awurte wuHdopmMaumn" (CobpaHne 3akoHoAaTenbCTBa
Poccunckon ®egepaunun, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, c1. 2038; N 30, cT. 4600; 2012,
N 31, ct. 4328) un [lonoxeHnem o ®depepanbHOl cnyxb6e NO TEXHUYECKOMY M 3KCMOPTHOMY KOHTPOIO,
yTBEPXAEHHbIM Yka3om [lpesngeHta Poccunckon ®epepaumm ot 16 asrycta 2004 r. N 1085 (Cobpanwue
3akoHogartenbcTBa Poccunckon deapepaummn, 2004, N 34, ct. 3541; 2006, N 49, c1. 5192; 2008, N 43, cT. 4921; N
47, c1. 5431; 2012, N 7, cT. 818), npukasbiBato:

1. YTBepauTb npunaraemble TpeboBaHus O 3awmTe MHGOPMaLMK, HE COCTaBMSIOWEN FOCYAapCTBEHHYHO
TalnHy, coaepXallencs B rocyaapCTBEHHbIX MHPOPMALMOHHBLIX CUCTEMAX.

2. YCTaHOBUTb, YTO yKasaHHble B nyHkTe 1 HacTosulero npukasa TpeboBaHUa NpUMEHSAOTCA ANS 3aluThbl
NHdopMaLMM B roCyaapCTBEHHbIX MHPOPMALIMOHHBIX cucTemax ¢ 1 ceHTabpsa 2013 r.

OvpekTop

depepanbHol cnyX0bbl MO TEXHNYECKOMY
N 9KCMOPTHOMY KOHTPOSO

B.CEJNIVH

YTBepxaeHbl
npukazom PCTIK Poccun
ot 11 cpespansa 2013 r. N 17

TPEGOBAHUS )
O 3ALLMTE MHOOPMALIUM, HE COCTABMSIIOLLENA FOCYAAPCTBEHHYIO TAVHY,
COMIEPXALLENCS B FOCYAAPCTBEHHbIX UHOOPMALIMOHHbBIX CUCTEMAX

CnnCoK N3MeHsIILWUX AOKYyMEHTOB
(B pea. Npukaza PCTOK Poccun ot 15.02.2017 N 27)

|. O0LKMe nonoxeHus

1. HacTtosiwme TpeboBaHus paspaboTaHbl B cOOTBETCTBMU ¢ PenepanbHbiM 3akoHOM oT 27 utonst 2006 r. N
149-®3 "O6 wHdopMauMKn, WHGPOPMALMOHHBLIX TEXHOMOMMAX W 0 3awmte uHdopmaumun” (CobpaHue
3akoHogaTtenbcTBa Poccuinckon ®epepaunn, 2006, N 31, c1. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N
30, cT. 4600; 2012, N 31, cT. 4328), a Takke C y4eTOM HaumMOHanbHbIX cTaHgapToB Poccuickon denepauun B
obractu 3awmnTbl MHopMauMn 1 B 06racTu co3gaHus aBTOMAaTU3MPOBAaHHbBIX CUCTEM (darnee - HauMoHarbHble
cTaHgapTbl).

2. B pgokymeHTe ycTaHaBnuBawTcs TpeboBaHus K obecrneyeHuio 3awuTbl MHOPMaUUM OrpaHUYEeHHOro
O0CTyna, He CoAepXallen CBeAeH s, COCTaBNALLME rOCY4apCTBEHHYIO TalHy (ganee - nHgopmaums), oT YyTeYKn
MO TEXHWYECKNM KaHaram, HECaHKLMOHMPOBAHHOIO JOCTYNa, cneynanbHbiX BO3AENCTBUMA Ha Takyto MHopMaLuto

CtpaHunua 2 us 27



(HocuTenn nHgopmaumm) B Lensx ee A00bIBaHUS, YHULTOXEHUS, UCKAXKEHUS UNK BIOKMPOBaHUSA OOCTyna K Hen
(manee - 3awmTa nHdpopmaumm) npu obpaboTke ykazaHHOM MHOpPMaUMM B rocyaapCTBEHHbLIX MHOPMALMOHHbIX
cucTemax.

Hactoswme TpeboBaHns MOTyT MPUMEHSTLCS AN 3awuThl 06LLEe[0CTYNHOM MHpopMauun, coaepkallencs B
rocygapCTBEHHbIX UHOPMALMOHHBIX CUCTEMAX, OIS OOCTWXEHUS LEernen, ykasaHHbIX B nyHkTax 1 n 3 vactu 1
ctatbn 16 ®depepanbHoro 3akoHa oT 27 wutonsa 2006 r. N 149-03 "O6 wHdbopmaumm, WHGOPMALMOHHBIX
TEXHOMOrMsX 1 0 3awuTe nHgopmauun®.

B pokymeHTe He paccmaTpuBatTcs TpeboBaHus O 3awmTe MHPOPMauMM, CBA3aHHbIeE C NMPUMEHEHUEM
Kpuntorpacmyeckux MeToAoB 3alWmTbl MHPOPMaLMM U WnpoBanbHbIX (KPpUNTorpaduyecknx) cpeacTts 3allmThl
nHdopmauuu.

3. Hactoswme TpebosaHus sasndaoTca obasatensHbiMu npyu obpaboTtke nHdopmaumm B rocyaapCTBEHHbIX
WHPOPMALIMOHHBLIX cucTeMax, QYHKUMOHUPpYOWNX Ha Tepputopum Poccuiickon ®depepauun, a Takke B
MYHULMNANbHbIX WH(OPMALMOHHBIX CUCTEMAx, eCrnv MHOe He YCTaHOBMEHO 3akoHoaaTenbCcTBoM Poccuiickon
depepaLmm 0 MECTHOM CamoynpaBrneHnu.

Hactoswme TpeboBaHWsi He pacnpoOCTPaHSIlOTCA Ha rocyAapCTBEHHble WMHMOPMALMOHHbLIE CUCTEMBI
AomunHuctpaumn lMpesngeHta Poccuiickon ®epepaunn, Coeta besonacHoctn Poccunckon depepaumm,
depepanbHoro Cobpanus Poccunckon ®egepaunn, MNMpasutensctBa Poccuickon ®eaepaunn, KOHCTUTYLMOHHOTO
Cypoa Poccunckon ®epepaunn, BepxoBHoro Cypa Poccunckon depepaumm n  degepanbHon  criyxoObl
6esonacHocTtn Poccuiickon ®epepaumn.

(B pea. Npukaza PCTOK Poccunm ot 15.02.2017 N 27)

4. Hactosilume TpeboBaHus npegHasHadeHbl Ans obragartenen MHgopmaumm, 3aKka3vmkoB, 3aKIHOUMBLLUNX
roCyapCTBEHHbIA KOHTPAKT Ha CO3JaHWe rocygapCTBEHHOM MHOPMALMOHHOM CUCTEMBI (Oarnee - 3akasyuku) u
onepaTopoB rocyaapCTBEHHbIX MHPOPMALMOHHBIX CUCTEM (Oarnee - onepaTopbl).

JInuo, obpabatbiBatowee MHDOPMaLMIO, SBNSIOLLYIOCA roCyAapCTBEHHbIM UH(OPMALMOHHBIM PECYPCOM, MO
nopyyeHutio obnagatena uHdopmauuu (3akasyuka) wunm onepatopa W  (UnNu) npegocTaBnsAloLLlee UM
BblYMCMUTENbHbIE pecypcbl (MOLWHOCTU) ANnd obpaboTkM MHOPMaLMM Ha OCHOBaHWWM 3aKMIOYEHHOro Aorosopa
(banee - ynonHomo4eHHoOe NuUo), obecrnevmBaeT 3awmUTy MHAOPMALMM B COOTBETCTBMM C 3aKOHOOATENbCTBOM
Poccuiickon ®epepaumm 06 nHdopmaumm, MHOPMaLMOHHBIX TEXHOMOMMSX 1 O 3alumMTe MHdopmauuun. B goroeope
OormkHa OblTb npegycMmoTpeHa o06513aHHOCTb YNMONIHOMOYEHHOrO Nnunua obecnedmBaTh 3aWnTy WHGOpPMaUnK,
ABMNSOLLENCS rocygapCTBEHHbIM MHPOPMAaLMOHHBIM PECYPCOM, B COOTBETCTBUM C HacTosawmmn TpeboBaHmaMMN.

5. Tpu obpaboTke B TrocygapCTBEHHONW WH(OPMALMOHHONW CcucTemMe MWHGOpMauun, CcoaepXallen
nepcoHanbHble [OaHHble, HacToswme TpeboBaHWS MNPUMEHSATCS Hapsgy C  TpeboBaHMsMM K - 3awuTe
nepcoHanbHbIX AaHHbIX NpU X 06paboTke B MHOPMALMOHHBIX CUCTEMAX NEPCOHANbHbLIX AAHHBIX, YTBEPXAEHHbIX
noctaHoBneHnem [paButenbctBa Poccuickon ®epepauum ot 1 Hosiopa 2012 r. N 1119 (CobpaHue
3akoHogaTtenbcTBa Poccunckon ®egepaumm, 2012, N 45, c1. 6257).

6. Mo peweHuto obnagatena mMHdopmauMu (3akaszumka) unu onepaTtopa Hactosilwme TpeboBaHusa moryT
NPUMEHATLCA Ans 3awmnTel MHpopMauum, coaepkallencs B HerocyaapCTBeHHbIX MHPOPMALMOHHbBIX CUCTEMAX.

7. 3awuTta wHpOpMauuu, cogepxalwencs B rocyaapCTBEHHOM WHMPOPMAaLMOHHOMW cucTteme (ganee -
nHOpMaUMOHHas cuctema), obecneynBaeTca nyTem BbINOMHEHWs obnagatenemM MHgopmMauun (3aka3ynukom) u
(vnn) onepatopom TpeboBaHW K OpraHM3auuMM 3awuTbl UHOPMauuK, codepxalenca B MHPOPMAaLMOHHON
cucteme, n TpeboBaHU K MepaM 3aLLMTbl MHpOpMaLuK, coaepallencs B MHpOpMaLNOHHOW CUCTEME.

Il. TpeboBaHus K opraHM3auun 3aLmTbl HdopMaLUmm,
cogepxallencs B UHPOpPMaLMOHHON cucteme

8. B uHdopmauuoHHOM cucTeme O0ObEeKTaMy 3alinThbl SBMSAKOTCA MHGOPMaUMs, codepxallasics B
WH(POPMALMOHHOM CUCTEME, TEXHMYEeckue cpenctea (B TOM 4uCne CpeacTtBa  BbIYUCIIUTENBHOWM TEXHMKM,
MaLUMHHbIE HOCUTENM MHOPMaUUKN, CPeAcTBa M CUCTEMbI CBSA3W M MNepedayn OaHHbIX, TEXHMYECKNe cpeacTea
00paboTkn BykBEHHO-LUMGPOBOW, rpacdmnyeckon, BUOEO- U pevyeBon MHdopmauumn), obLecncTteMHoe, NpuKnagHoe,
cneumarnbHoe nporpaMMHoe obecneyeHne, WMHEGOPMALMOHHbIE TEXHOMNMOMMW, a Takke CpeacTBa 3aluTbl
nHdopmauum.

9. na obecneyeHns 3awmTbl MHdOPMaLMK, coaepxallecs B MHOOPMAaLUMOHHON cUcTeMe, onepaTopoM
HasHavaeTCcs CTPYKTYpHOe noapasferieHne Unm LOOMPKHOCTHOe Nuuo (paboTHMK), OTBETCTBEHHblE 3a 3aluuTy
nHdopmaunu.

10. nsa npoBeneHusa paboT no 3awmte nHdopmaumm B Xo4e Co3daHus 1 aKkcnnyataumm MHopMaLMoHHON
cucteMbl obnapateneM uMHdopmauMm (3aka3vyMkoM) M OnepaTtopoM B COOTBETCTBMM C 3aKOHOOATENbCTBOM
Poccuiickonn  depepauum  npu HeoOGXOAMMOCTU  MPUBMNEKAKTCS  OpraHM3auuu, UMelwme JNULEH3N0  Ha
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OedTenbHOCTb MO TEeXHUYECKOW 3alumTe KoHduaeHumansHoOW uHdopmauum B cooTBeTCcTBUM ¢ PepeparnbHbiM
3akoHoM OT 4 masa 2011 r. N 99-03 "O nuueHsMpoBaHUWM OTAENbHbLIX BUAOB AeaTensHocTn" (CobpaHue
3akoHogaTtenbcTBa Poccuinckon degepaumm, 2011, N 19, ct. 2716; N 30, cT. 4590; N 43, c1. 5971; N 48, cT. 6728;
2012, N 26, cT. 3446; N 31, c1. 4322; 2013, N 9, cT. 874).

11. ns obecneyeHns 3awwmTbl MHpOpMauun, cogepxallencsa B MHOOPMaUMOHHON cucTeMe, NPUMEHSIIOTCS
cpencTtBa 3aWwmTbl MHOpMaUuK, NpoLuewme OLEeHKY COOTBETCTBUS B hopMe 0bsizaTenbHOM cepTudmkaumm Ha
cooTBeTCcTBME TpeboBaHMsM no Ge3onacHOCTM MHOPMaL N B COOTBETCTBUM CO cTaTben 5 PegepanbHOro 3akoHa
oT 27 pekabps 2002 r. N 184-®3 "O TexHudeckom perynupoBaHun" (CobpaHune 3akoHogaTenbcTBa Poccuiickon
®epepaumn, 2002, N 52, ct. 5140; 2007, N 19, c1. 2293; N 49, cT1. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT.
3626; N 48, ct. 5711; 2010, N 1, cT. 6; 2011, N 30, cT. 4603; N 49, cT. 7025; N 50, cT1. 7351; 2012, N 31, cT. 4322;
2012, N 50, cT. 6959).

12. BawmTta uHpopmaumn, cogepallenca B UH(OPMALMOHHOMW CUCTEME, SABMSETCA COCTaBHOW YacCTbio
paboT No co3gaHuto 1 akcnnyaTauum MHOPMaLMOHHON cUCTEMbI U 06ecneynBaeTcsl Ha Bcex cTaausix (aTanax) ee
co3daHus, B Xoe aKcnnyataumm v BbIBOAA M3 KCMMyaTtaumm nytem NpUHATUSA OpraHU3aunoHHbIX Y TEXHUYECKUX
Mep 3awWuTbl MHoOpMauuW, HanpaefneHHbIX Ha OnokupoBaHve (HemTpanusauui) yrpo3 ©OesonacHocTH
nHdopmaumm B MHAOPMALMOHHOMW CUCTEME, B paMKax CuUCTeMbl (MOACUCTEMbI) 3aliMTbl MHopMauun
MHGOPMAaLIMOHHOM CUCTEMbI (Janee - cuctema 3awnTbl MHOPMaLMn MHPOPMALIMOHHON CUCTEMBI).

(B pea. Npukaza PCTIOK Poccunm ot 15.02.2017 N 27)

OpraHn3aumnoHHbIE U TEXHUYECKUE Mepbl 3alLmTbl MHOpMaUnW, peanM3yemMble B paMKax CUCTEMbI 3aLUUThI
MHdOpMaLMN NHPOPMALIMOHHON CUCTEMbI, B 3aBMCUMOCTU OT MH(popMaumn, cogepxallenca B MHopmaLMoHHOM
cucteme, Lenen cosgaHna MHOPMaLMOHHOM CUCTEMbl U 3aJad, pellaembliX 3TOM UHAPOPMaLMOHHOW CUCTEMOMN,
OOMKHbI BbITb HaNpaBneHbl Ha UCKITIOYEHNE:

HernpaBOMEPHbIX [OCTyna, KOMUPOBaHWs, MpegoCTaBfeHnss WNW  pacnpocTpaHeHus  MHdopmauun
(obecneveHne KoHDUAEHUMANBLHOCTU NHAOPMALMN);

HEMpaBOMEPHbIX  YHUYTOXEHUS Wnn  MoAMMUUMPOBaHMSA  MHGopMauun (obecneyeHne LENOCTHOCTU
nHdopmaumm);

HenpaBoMepHoro 6nokMpoBaHust MHpopmauun (obecneveHne JOCTYMHOCTU MHApOpMaLmn).

13. [Ina obecneyeHns 3awmutbl MHGOPMaLMK, cogepKallencss B MHPOPMaLMOHHON cUcTeMe, NpPOBOASTCA
cneytowme MeponpusaTus:

dopmMmpoBaHne TpeboBaHWI K 3aLLMTe MHpopMaLUK, coaepKallencs B UH(pOPMAaLMOHHOM CUCTEME;

pa3paboTka cucTembl 3aLmTbl MHpoOpMaLUN MHPOPMALIMOHHON CUCTEMBI;

BHeJpeHWe CUCTEMBI 3aLLnTbl MHopMaL MM MHPOPMALMOHHON CUCTEMBI;

aTTectaums UMHPOPMALMOHHOW cUCTeMbl Mo TpeboBaHMAM 3almMTbl MHPOpPMauum (ganee - aTTecTtauums
NMHOPMALIMOHHOW CUCTEMbI) U BBOJ, €€ B AENCTBUE;

obecneyeHne 3aWwnTbl MHhOPMALUKN B XO4e 3KCnyatalmm aTTeCToBaHHON MHPOPMALIMOHHOW CUCTEMBI;

obecneyeHne 3awmuTbl MHOPMaUUK MpU BbIBOAE M3 3SKCMfyaTauum aTTeCTOBaAHHOW MHAOPMALMOHHOM
CUCTEMbI UK NOCNE NPUHATUSA peLleHns 06 OKoHYaHMn 0b6paboTkm MHhopmauuu.

dopmupoBaHue TpeboBaHui K 3alLmTe MHOpMaL K, cogepxallemncs
B MH(POPMaLMOHHON cucTeme

14. ®opmupoBaHve TpeboBaHWIA K 3almTe MHopMauuKn, cogepxalienca B MHPOPMALMOHHON CUCTEME,
ocyuecTBnsieTcs obnagatenem nHopMaumm (3akas4mkom).

dopmMmnpoBaHne TpebOBaHWA K 3awmte MHGOPMauuMK, coaepxawencs B MHPOPMAaLMOHHOW CUCTEME,
ocyuwectensietca ¢ ydetom FOCT P 51583 "3awwmta vHdopmMauun. MNMopsagok co3gaHus aBTOMATU3MPOBAHHBLIX
CUCTEM B 3aluumLleHHOM ucnonHeHun. Obwme nonoxenus" (ganee - FTOCT P 51583) n TOCT P 51624 "3awwura
MHopmauun. ABTOMaTU3MPOBaHHbIE CUCTEMbI B 3aLLMLLEHHOM ucnonHeHun. Obwue TpeboBaHua" (aanee - TOCT
P 51624) n B TOM 4ncne BKIOYaET:

NPUHSITUE peLLeHns 0 HeOOXOANMOCTM 3aLLNTbl MHCpOPMaLUK, coaepKallencs B MHOPMaLNOHHOW CUCTEME;

Knaccudmkaumio  MHPOPMALMOHHOW cUCTEeMbl NO  TpeboBaHWsaM  3awnTbl  MHOpMauun (ganee -
knaccudpmkauma nHPOPMaLNOHHON CUCTEMDI);

onpegerneHne yrpo3 6e3onacHoCTM MHGOPMaUMK, peanusaums KOTOpbIX MOXET MPUBECTU K HapyLUEHWUIO
6e3onacHoCcTM MHGOPMauMM B WHEGOPMAaLMOHHOW cucTemMe, M pa3paboTky Ha WX OCHOBE MOZENW Yrpos
6esonacHocTy MHpopmauuu;

onpegerneHne TpeboBaHWI K cCUCTEME 3aLLMTbl MHpOpMaLUN MHPOPMALMOHHON CUCTEMBI.

14.1. Tllpn nNPUHATUM pelleHnss O HeobxooMMOCTW  3awWmTbl  MHoOpMauun, coaepXkallencss B
WH(POPMaLMOHHOW CUCTEME, OCYLLECTBIAETCS:
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aHanu3 uenen co3gaHua WHQOPMALMOHHOMW CUCTEMbl M 3ajad, pellaeMbliXx 3TOM MHGOPMAaLMOHHOW
cucTemonm;

onpegeneHue nHpopmMauum, nognexawen odbpaboTke B MIH(POPMALNOHHON CUCTEME;

aHann3 HopMaTKBHbIX MPABOBbLIX aKTOB, METOANYECKMX OOKYMEHTOB M HALMOHANbHbLIX CTAHAAPTOB, KOTOPbIM
OOMKHa COOTBETCTBOBATb MHPOPMALMOHHAs CUCTEMA;

NPUHATME peELLeHNss O HeobXOOUMOCTW CO34aHUs CUCTEMbl 3awWwuTbl UHGOPMaUMM WH(OPMAaLNOHHOWN
CUCTEMbI, a Takke onpegeneHne uenen n 3agad 3awmnTbl MHOpPMaLMM B MHPOPMALMOHHON CUCTEME, OCHOBHbIX
3TanoB CO34aHMsi CUCTEMbl 3aluTbl MHGOpPMaUMM MHAPOPMALMOHHON CUCTEMBbI U OYHKUMIA No obecrneveHuto
3aWwuTbl MHGOPMauuK, codepXallencs B MHGOPMaLUMOHHOW cucTeme, obnagatensd mvHdopmauuun (3akasduvka),
onepaTopa 1 YNOMHOMOYEHHbIX N,

14.2. Knaccudmkaums WHPOOPMALMOHHONW CUCTEMbI NPOBOAUTCA B  3aBUCUMOCTM  OT  3HAYMMOCTU
obpabaTtbiBaemMol B HeW MHpopMauum 1 Macitaba MHOpMaLMOHHOM cucTeMbl (dheaepanbHbI, perMoHanbHbIN,
0OBbEKTOBbIN).

YcTtaHaBnuBaTCa TpWU Knacca 3allMLEeHHOCTU WH(OPMALMOHHOMW CUCTEMbI, Onpeaensiowme ypoBHU
3alUMLLEHHOCTU cogepxallencsa B Her nHdopmaumn. Camblil HU3KUI KNacc - TPETUW, CaMblidi BLICOKUIA - NEPBLIN.
Knacc 3sawmuieHHoCT! MHAOPMAaLMOHHON CUCTEMbI OMNPEedEenseTcss B COOTBETCTBUM C npunoxexHnem N 1 K
HacTosawmM TpeboBaHusAM.

(B pea. Npukaza PCTOK Poccunm ot 15.02.2017 N 27)

Knacc sawmweHHocTn onpeaensercsa Anst UHOOPMaLMOHHOW CUCTEMbI B LIESTOM U, MPU HEOBXO0AUMOCTH, ANs
ee OTAenNbHbIX CErMEHTOB (COCTaBHbIX YacTen). TpeboBaHue K Kraccy 3aluLLEHHOCTM BKIOYAETCA B TEXHUYECKOE
3aflaHne Ha co3faHne MHOPMALIMOHHOM CUCTEMBI M (MNTN) TEXHUYECKOE 3afaHne (YacTHoe TEXHUYECKoe 3agaHune)
Ha co3faHWe CUCTeMbl 3aWwuTbl MHGOPMALMKM MHPOPMALIMOHHON CUCTEMBI, pa3pabaTbiBaemble ¢ ydetom [OCT
34.602 "MHpopmaumoHHasa TexHonormsi. Komnnekc ctaHgapToB Ha aBTOMAaTU3NPOBaHHbIE CUCTEMBI. TexHU4eckoe
3aflaHue Ha co3gaHue aBToMaTtumanpoBaHHon cuctembl” (ganee - FOCT 34.602), FTOCT P 51583 u TOCT P 51624.

Knacc sawmweHHOCT MHOPMAaLMOHHON CUCTEMbI MOANEXUT MNEepPecMoTpy MpuM U3MeHeHun macwtaba
WHPOPMaLIMOHHOW CUCTEMbI UMW 3HAYMMOCTU 0BpabaTbiBaeMon B HEW MHpopMaL .

PesynbTaTthl Knaccudukauum MHOPMaLMOHHON CUCTEMbI OCHOPMIISIOTCA akTOM Kraccudukaumu.

14.3. Yrpos3bl 6e3onacHOCTM WHoOpMaUUM ONpPeaensaTca No pesyrnbTataM OUEHKU BO3MOXHOCTEN
(noTeHunana) BHELWHWX W BHYTPEHHUX HapyLuMTEnen, aHanmsa BO3MOXHbIX YSA3BUMOCTEN WH(OPMAaLMOHHON
CUCTEMbI, BO3MOXHbIX CNocoboB peanusaummn yrpo3 6e3onacHoCcTy MHGOpMaUMM 1 NOCNEACTBUA OT HapyLUeHWs
cBoncTB 6Ge3onacHoCTV MHpopMauum (KOHMAEHUNANBHOCTH, LIENTIOCTHOCTU, JOCTYMHOCTHN).

(B pea. MNpukaza PCTIK Poccum ot 15.02.2017 N 27)

B kayecTBe MCXOAHbIX AaHHbIX AMs onpederieHnst yrpo3 6e3onacHoCcTM MHopMauun mcnonb3yeTcs 6aHk
AaHHbIX yrpo3 6e3onacHocTy nHopmauum (bdu.fstec.ru), Begenne kotoporo ocyuwectenserca PCTIK Poccum B
COOTBETCTBMM C NoanyHKToM 21 nyHkTa 8 MNonoxeHusa o ®egepanbHOn criyxkbe no TEXHUYECKOMY M 3KCMIOPTHOMY
KOHTpOMIo, yTBepXaeHHoro Ykasom [lpeanpgeHta Poccuiickon Pepepauum ot 16 asrycta 2004 r. N 1085
(CobpaHue 3akoHogaTenbcTBa Poccuiickon ®enepaunm, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43,
cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818; 2013, N 26, cT. 3314; N 53, c1. 7137; 2014, N 36, cT. 4833; N 44, cT.
6041; 2015, N 4, cT. 641; 2016, N 1, cT. 211) (nanee - 6aHK gaHHbIX yrpo3 6esonacHocTn nHdopmaumm GCTIK
Poccun), a Takke WHble WCTOMHWKW, copepxawue cBedeHus 06 yaA3BMMOCTAX W yrpodax 6GesonacHocTu
WHopmaLmn.

(ab3aL BBeaeH lNpukaszom PCTIK Poccum o1 15.02.2017 N 27)

Mpn onpegeneHun yrpo3 6Ge3onacHOCTM WHGOPMALMM  YYMTLIBAKOTCS  CTPYKTYPHO-(PYHKUMOHATbHbIE
XapaKTePUCTUKM MH(OPMALNOHHON CUCTEMBI, BKMKOYaKLIME CTPYKTYPY U COCTaB MH(OPMALUOHHOW CUCTEMBI,
dusnyeckme, nornyeckne, @QYHKUMOHAmNbHbIE W TEXHONIOTMYECKME  B3aMMOCBA3M  MeXAdy CerMeHTamu
WMHOPMaLMOHHOWN CUCTEMBbI, Cc WHBIMM NMHOPMALMOHHBIMU cucteMamm n
MHOPMALMOHHO-TENEKOMMYHUKALUMOHHBIMA  CETAMM, PEXNMbI 00paboTknm MHdopMauun B MHGOPMaLMOHHON
CNCTEME M B €e OTAEeNbHbIX CEerMeHTax, a TakkKe WHble XapakTepUCTUKM WH(OPMALNOHHON CUCTEMBI,
npvMeHsieMble MHPOPMALIMOHHbBIE TEXHONOMMN N 0COBEHHOCTN €€ PYHKLNOHMPOBaHMUS.

Mo pesynbTatam onpeneneHus yrpo3 6esonacHocTn nHdgopmMaumm npu HeobxogmMmMocTn paspabaTbiBaloTCs
pekoMeHZauunm MNoO KOPPEKTUPOBKE CTPYKTYPHO-(PYHKLUMOHAMbHBIX XapakTePUCTUK WMHMOPMALMOHHON CUCTEMBI,
HarnpaBreHHble Ha OroKMpoBaHWe (HeNTpanu3aumio) OTAeNbHbIX Yrpo3 6e3onacHOCTM MHopMaLnK.

Mogaenb yrpo3 6e3onacHoCcT MHOpPMaLMn AOMKHa coaepXaTb onncaHme MHOPMaLNOHHON CUCTEMBI U ee
CTPYKTYPHO-(PYHKUMOHAMbHbIX  XapakTepucTuK, a TakkKe onucaHue yrpo3 6GesonacHOCTM WHoOpMaLmu,
BKIIOYAlOLLEE OMMCaHME BO3MOXHOCTEW Hapywutenen (MOAenb HapyluTensi), BO3MOXHbIX YsI3BMMOCTEN
WH(POPMALIMOHHOW CUCTEMBI, CMocoOOB peanu3auum yrpo3 GesonacHOCTM WHGOpMauUMM WM MNOCNEACTBUA OT
HapyLleHnsi CBOMCTB 6e3onacHocTu nHdopmaumm.
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Ona onpepenennst yrpo3 6esonacHocTM wHGOpMauMm W paspaboTku moaenu yrpo3 6GesonacHocTu
NMHdOpMaLMM NPUMEHSAIOTCA METOOAUYECKNE LOKYMEHTLI, pa3paboTaHHble n yTBepxaeHHble PCTIK Poccun B
COOTBETCTBMM C MOANyHKTOM 4 nyHkTa 8 lNonoxeHus o depepanbHon cryx0e No TEXHUYECKOMY M 3KCMIOPTHOMY
KOHTporto, yTBepxaeHHoro Ykasom [lpesngeHta Poccuiickon ®depepaumm ot 16 asrycta 2004 r. N 1085
(CobpaHune 3akoHogatenbcTBa Poccuiickon depepaumm, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43,
cT. 4921; N 47, c1. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHuMss K cucTeme 3awuTbl UHGOPMaLUM MHAOPMALNOHHOM CUCTEMbI OMNPEAEnslTCa B
3aBMCMMOCTM OT Knacca 3alMLLEHHOCTU WMHMOPMALMOHHOM CUCTEMbI U yrpo3 6e3onacHOCTU WHdopmauuw,
BKITHOYEHHbIX B MOZenb yrpo3 6e3onacHoCTv MHopmMauum.

TpeboBaHusa K cucteme 3awmuTbl MHOPMaUUN NMHPOPMALMOHHON CUCTEMbI BKITHOYAKOTCA B TEXHUYECKOe
3afiaHne Ha co3faHme MHPOPMALIMOHHOM CUCTEMBI 1 (M) TEXHUYECKOE 3afaHue (YacTHoe TEXHUYECKoe 3afaHune)
Ha cOo3[aHWe CUCTEMbI 3alMTbl MHpopMaLuM MHPOPMAaLMOHHON cucTeMbl, paspabaTtbiBaemble ¢ ydyetom TOCT
34.602, TOCT P 51583 n F'OCT P 51624, n oomkHbl B TOM Yucne coaepxatb:

uenb 1 3agayn obecneveHns 3alLmTbl MHpOpMaLMM B MUHOPMALIMOHHON CUCTEME;

Knacc 3aluLLeHHOCTU MHPOPMALMOHHOW CUCTEMBI;

nepedeHb HOPMAaTUBHbIX MPaBOBbIX AKTOB, METOAMYECKMX [OOKYMEHTOB M HaUMOHambHbLIX CTaHOApPTOB,
KOTOPbIM JOIMKHA COOTBETCTBOBATL MH(OPMALIMOHHAsH CUCTEMA;

nepeveHb 0OBEKTOB 3aLLMTbl UHPOPMALMOHHOW CUCTEMBbI;

TpeboBaHus K MepaM 1 cpedcTBaM 3almTbl MHpopMauun, NPUMEHSEMbIM B UHOPMALIMOHHOW CUCTEME;

ctaguu (atanbl paboT) co3gaHns CUCTEMbI 3aLLUMTblI MHPOPMALIMOHHON CUCTEMB;
(a63au BBegeH lMNMpukazom PCTIK Pocecmm ot 15.02.2017 N 27)

TpeboBaHMs K MOCTaBMASEMbIM TEXHUYECKMM cpeacTBaM, NporpaMMHOMY obecnedeHunio, cpeacTBamM 3aluThbl
MHopMaLuu;

(a63au BBeaeH MNMpukazom PCTIK Poccmm ot 15.02.2017 N 27)

PYHKLMKN 3aKkasymnka u onepartopa no obecnedeHunto 3aLmTbl MHOpMaL M B MH(pOPMaLNOHHOW CUCTEME;
(ab3au BBeaeH Mpukazom GCTIK Pocecmm ot 15.02.2017 N 27)

TpeboBaHWsl K 3awmTe CPeacTB U cucTeM, obecneymBarolMx (YHKLMOHMPOBaHME WHAOPMALMOHHON
cucteMbl (obecneunBatoLLen MHPPACTPYKTYpE);

(ab3au BBegeH MNpukazom ®CTIK Poccunm ot 15.02.2017 N 27)

TpeboBaHus K 3alumTe UHopMaumy Npu MHPOPMAaLMOHHOM B3aMMOLENCTBMUN C MHBIMU NHEOPMALIMOHHBIMM
cucteMamm U MHPOPMAUNOHHO-TENEKOMMYHUKALMOHHBIMKA  CETSIMA, B TOM 4ucrie ¢ WMHAOPMALMOHHLIMU
cMCTEMaMM YMOSIHOMOYEHHOIO Nnua, a Takke NpWU MNPUMEHEHWM BbIMUCIIUTENbHBIX PECYpCOB (MOLLHOCTEWN),
npegocTaBAsieMbIX YNOMHOMOYEHHbBIM NMLOM A5 06paboTku nHdopmaumm.

Mpwn onpegeneHnn TpeboBaHMIA K CUCTEME 3aLLMTbl MHCpOPMaLMM MHPOPMALIMOHHOM CUCTEMbI YYMTBIBAKOTCS
NnonoXxeHns nonuTuk obecneyeHnss nHgpopmaumoHHor 6e3onacHocTM obnagaTtens MHdopmauumn (3akasduka), a
TakKke NonuTuk obecneyeHnst nHbopmMmaumnoHHon 6e30nacHOCTM onepaTopa M YyNnosIHOMOYEHHOIO Nuua B YacTu, He
npoTMBOpeYalLlen nonutmkam obnagarensi MHopmauum (3akasymka).

(B pea. Npukaza PCTOK Pocecun ot 15.02.2017 N 27)

PaspaboTtka cuctembl 3awmTbl HOPMaLN MHPOPMAaLMOHHON CUCTEMBI

15. PaspaboTka cuctembl 3awmuTbl MHOPMaLMM MHAOPMAaLMOHHON CUCTEMbI OpraHu3dyetcs obnagarenem
NHopMaLMK (3aKa3yYNKOM).

PaspaboTtka cuctembl 3awutbl MHPOPMaLMM MHPOPMALIMOHHOW CUCTEMBI OCYLLECTBNSETCA B COOTBETCTBUM
C TEXHWYECKMM 3aJaHMEeM Ha co3faHue MH(OPMAaLMOHHOW CUCTEMBI U (MKN) TEXHUYECKUM 3a4aHWEM (4aCTHbIM
TEXHUYECKMM 33a0aHMEM) Ha CO3[4aHMEe CUCTEMbI 3alMTbl MHOPMaUMM UHEPOPMALMOHHOW CUCTEMbI C YYETOM
FOCT 34.601 "WHdopmaumoHHast TexHomnorusi. Komnmnekc cTaHOapToB Ha aBTOMaTU3UPOBAHHbIE CUCTEMBbI.
ABTOMaTM3MpoBaHHble cuctembl. CTagmm cos3ganns” (ganee - FOCT 34.601), TOCT P 51583 n TOCT P 51624 n B
TOM YuChe BKIOYaEeT:

NPOEKTUPOBaHMe CUCTEMbI 3aLMTbl MHPOPMaLMM MHHOPMALMOHHOW CUCTEMbI;

pa3paboTKy SKcnnyaTauMOHHOW AOKYyMEHTauMum Ha CcucTemy 3awmtbl uHopmaumm MHGOpMaunoHHON
CUCTEMBI;

MakeTMpoBaHWE U TeCTMPOBaHWE CUCTEMbl 3alnTbl WMHGOPMaUUM UHAOPMALUOHHOW cucTeMbl (npu
HeobxoamMMocTH).

Cuctema 3awmTbl MHOPMaLUN MHPOPMALMOHHOW CUCTEMbI HE AOSHKHA NPEnsiTCTBOBATb AOCTUXEHUIO
uenen cosgaHus MHPOPMAaLIMOHHON CUCTEMbI U ee PYHKLIMOHUPOBAHNIO.

Mpn paspaboTke cucTeMbl 3aWUTbl  WMHPOPMaUMM UH(OPMALMOHHON CUCTEMBI YYUTbIBAEeTCS ee
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WHpopmaLMoHHoe B3avmMmofencTene c WUHbIMN WHOPMaLNOHHBIMY cuctemamm n
WH(POPMALIMOHHO-TENEKOMMYHUKALIMOHHBIMK ~ CETSIMW, B TOM 4ucne ¢ UHPOPMALMOHHBIMU  CUCTEMaMU
YNOMHOMOYEHHOrO NuUua, a Takke MNpPUMEHEHUE BbIMUCNUTENbHBLIX PECYpCcoB (MOLLHOCTEN), NpefocTaBnsieMblX
YMOSTHOMOYEHHbIM NULOM Ans 06paboTkmn MHopMaLmn.

15.1. INpn NpOEKTUPOBaAHNMN CUCTEMBI 3aLLNTbI MHpOPpMaLMN NHPOPMALIMOHHON CUCTEMbI:

OnNpeaensaTcs TUMNbl CyObLEKTOB AOCTyna (Nonb3oBaTeny, NPOLECChl U MHble CyObeKTb 4OCTYNa) U 06 bEKTOB
JocTtyna, sBrsowWmxca obbekTamu 3awmTbl (YCTPOMCTBA, OOBLEKTbl (paifoBOM CUCTEMbI, 3anycKkaemble W
ncnonHsemble Mogynu, obbekTbl cucTemMbl ynpasneHus 6aszamu gaHHbIX, OObEeKTbl, CO34aBaeMble MPUKIagHbIM
nporpaMmHbIM obecnevyeHnem, UHble 00bLEKTbI 4OCTYNa);

onpegensaTca MeToAbl ynpaBneHns 40CTyNoMm (OUCKPELNOHHBIN, MaHAATHbIN, PONIEBOM UMK NHbIE METOAbI),
TUNbl ocTyna (4TeHuWe, 3anucb, BLIMOMIHEHWE UMW MHbIE TUMblI JOCTYMa) W Mpaswuna pasrpaHudeHust gocTyna
cybbekToB gocTyna k obbektam goctyna (Ha OCHOBE CMMCKOB, METOK 6e30MacHOCTUW, poriei U MHbIX npaswun),
nognexatine peanumsaumm B UHGOPMaLMOHHON CUCTEME;

BblOVpaloTcs Mepbl 3aWuTbl UHOpMaUuK, nognexalive peanusaumm B cuctemMe 3alumTtbl MHGOpMaLmMm
MHOPMALIMOHHON CUCTEMBI;

ONpeaensaTcsa BUAblI U TUMNbI CPEACTB 3alMTbl MHopMaL MK, obecneymBatoLlLe peanm3aumto TEXHUYECKNX
Mep 3aLnTbl MHOpMaLmK;

onpegenseTcss CTPyKTypa CUCTEMbl 3alnTbl MHpopMauum MHGOPMAaLMOHHOW CUCTEMBI, BKITHOYas COCTaB
(konn4ecTBO) N MecTa pasMeLLeHNS ee SfIEMEHTOB;

ocyuiecTBnsieTcd BblOOp cpeacTB  3awmTbl  UHGOpMauuMM, CepTUUUMPOBAHHBIX Ha COOTBETCTBUE
TpeboBaHnaM no GesonacHOCTU MHopMauun, ¢ y4€TOM MX CTOMMOCTU, COBMECTMMOCTM C MHGOPMALMOHHBIMM
TEXHOMOMMAMU WM TEXHUYECKUMU cpeacTBamu, yHKUMA ©Be3onacHOCTM 3TUX CPEeACTB U OCODEHHOCTENM uX
peanu3auun, a Takke Krnacca 3almLeHHOCTU NHAOPMAaLMOHHON CUCTEMBI;

onpegensaTca TpeboBaHMA K napaMeTpaM HaCTPOMKM NPOorpaMmMHOro obecneveHus, BKoYasa nporpaMmmHoe
obecneyeHne cpeacTs 3almTbl MHGPOPMaL MK, obecnevmBaloLLne peanmsaumo Mep 3aWwuTbl MHOpMaLUK, a Takke
yCTpaHeHne BO3MOXHbIX YA3BMMOCTEN WH(OPMALMOHHOMW CUCTEMbI, NPUBOAALLMX K BO3HUKHOBEHUIO Yrpo3
6e3onacHoCTV MHpopMaLuuu;

(B peqa. Npukaza PCTIOK Poceun ot 15.02.2017 N 27)

onpegensalnTca  Mepbl  3alWuTbl  MHoOpMaumm npu  MHAPOPMALMOHHOM  B3aMMOOENCTBUM C  UHBIMMU
WHOPMALMOHHBIMKM  cCUCTEMaMU U MHOPMALIMOHHO-TENEKOMMYHUKALMOHHBIMA ~ CETAMU, B TOM 4ucne C
MHOPMALMOHHBIMK CUCTEMAMM YNMONTHOMOYEHHOTO NMLa, a Takke Npyu NPUMEHEHUN BbIMUCIIUTENbBHBIX PECYPCOB
(MoLLHOCTEN), NpeaocTaBNAEMbIX YNONTHOMOYEHHbIM NMLOM Ansg 06pabdoTku nHdpopmaumn.

PesynbTatbl NPOEKTUPOBAHUA CUCTEMbI 3alnUTbl MHGOPMaLMM MHAOPMALMOHHON CUCTEMbI OTpaXKalTcs B
MPOEKTHOW [JOKyMEHTauuMm (3CKM3HOM (TEXHWYECKOM) npoekte u (unu) B paboderr [OKyMEHTauuu) Ha
WMHOPMALIMOHHYO CUCTEMY (CUCTEMY 3alUMTbl MHGOPMaL MM MHOOPMALMOHHON CUCTEMbI), pa3pabaTbiBaemblx C
ydyetom FOCT 34.201 "MHdopmaumnoHHas TexHonorms. Komnnekc ctaHgapToB Ha aBTOMaTM3NpPOBaHHbIE CUCTEMBI.
Bugbl, KOMNNIEKTHOCTb U 0603Ha4YeHe JOKYMEHTOB Npu CO34aHMM aBTOMaTM3MpoBaHHbIX cucteM” (ganee - FOCT
34.201).

lMpoekTHass AOKyMeHTauus Ha WMHOPMALMOHHY cucTemMy u (MnvM) ee cucTemy 3alumTbl UHdopmauum
noanexaT cornacoBaHUIO C onepaTtopomM MHPOPMALMOHHOW CUCTEMbI B Criydae, ecrnv OH onpeaernieH TakoBbiM B
COOTBETCTBMM C 3aKoHoAaTenbCcTBOM Poccuiickon defepauum K MOMEHTY OKOHYaHUS MPOEKTUPOBAHUSA CUCTEMBI
3aWwuTbl MHOpMaUUN MHEPOPMALIMOHHON CUCTEMbI U HE SBNAETCH 3aKa3yuMKOM [OaHHOW WH(OpPMaLUNOHHOM
CUCTEMBI.

Mpu oTCYTCTBUMM HEOOXOOUMBIX CPEeACTB 3alimTbl MHOpMauun, cepTUULMPOBAHHLIX HAa COOTBETCTBUE
TpeboBaHnsM no Ge3onacHOCTM MHOpMauuKn, oOpraHnsyeTcs paspaboTka (mopaboTka) CpeacTB 3awuThbl
WHpopmaumm un wnx ceptudukauma B COOTBETCTBUM C 3akoHopaTenbcTBOM Poccunckon degepaumm unu
NPON3BOANTCH KOPPEKTUPOBKA MPOEKTHBLIX PELeHNA N0 MHPOPMALIMOHHON cucteme u (Mnm) ee cucteme 3alnThbl
MHOpMaLMM C y4eTOM (PYHKLMOHAmbHbIX BO3MOXHOCTEN WMMEILNXCA CepTUUUUPOBAHHBLIX CPEACTB 3alUnThbI
MHdopMaLnu.

15.2. PaspaboTka akcnnyaTaumoHHOW AOKYMEHTALMM HA CUCTEMY 3alUMTbl MHpOpMaLMM MHPOPMALMOHHOMN
CUCTEMBI OCYLLECTBISAETCA B COOTBETCTBUN C TEXHUYECKMM 3a4aHMEM Ha co3fgaHne MHPOPMALMOHHOW CUCTEMBI U
(nnn) TEXHUYECKMM 3afaHMEM (YaCTHbIM TEXHUYECKMM 3afaHueM) Ha co3faHne CUCTEMbl 3allnTbl MHGOPMAaLMK
NHOPMALIMOHHOW CUCTEMBI.

OKcnnyatauuoHHass OOKYMeHTauusi Ha CcuUcTemy 3awmtbl UHopMaumm MHADOPMALUOHHON CUCTEMBI
paspabatbiBaeTcsa ¢ yyetom FOCT 34.601, TOCT 34.201 n TOCT P 51624 n gomkHa B TOM 4ucne cogepXkatb
onucaHue:

CTPYKTYpbl CUCTEMBI 3ALLUTBI MHPOPMaLMKN MHOPMALIMOHHON CUCTEMBI;
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cocTaBa, MeCT YCTaHOBKW, MNapaMeTpoB W MNopsAka HACTPOMKW CcpedcTB  3awuTbl  MHGOpMaumK,
nporpammHoro obecnevyeHns n TEXHUYECKUX CPeacTB;

npasun aKkcnnyaTauum cUCTeMbl 3awmnTbl HDOPMaLUM UHPOPMAaLIMOHHOW CUCTEMBI.

15.3. MNpun makeTnpoBaHUN U TECTUPOBAHUN CUCTEMbI 3alLUUTbl UHOPMaLUN MHAOPMALMOHHOW CUCTEMbI B
TOM YMCre OCyLLECTBMAITCS:

npoBepka paboTOCMNOCOOHOCTM W COBMECTMMOCTU BblOpaHHbIX CpeacTB  3aliMTbl  MHopmauum ¢
NHOPMALMOHHBIMU TEXHOMOMMAMN U TEXHUYECKMMU CpeacTBaMu;

npoBepka BbIMOJSIHEHMS BbIOpaHHbIMU CPeACTBaMU 3alimTbl MHpopMauun TpeboBaHM K cucTeEME 3alUnThbI
MHdopMaLnKn MHHOPMALMOHHON CUCTEMBI;

KOpPPEKTMPOBKa MPOEKTHbIX peLleHui, pa3paboTaHHbIX Npu Co3daHun MH(OPMAaLNOHHOW CUCTEMBI U (1K)
CUCTeMbI 3aLUUTbl MHOpMaL MU NHPOPMALIMOHHON CUCTEMBI;

abaal uckntoyeH. - Mpukas PCTOK Poccun ot 15.02.2017 N 27.

MakeTvpoBaHue cuctembl 3almTbl MHAPOPMaLUN MHPOPMALMOHHOM CUCTEMBI U €e TeCTUpOBaHWE MOXET
NPOBOAUTLCHA B TOM YMCIE C UCMOMb30BaHWEM CPeacTB U METOAOB MOAENMPOBaHUSA NHOPMALMOHHBLIX CUCTEM U
TEXHOOMMI BUPTyanuaaumu.

BHeapeHue cuctembl 3aWwmTbl MHopMaLmUn MHADOPMALIMOHHON CUCTEMBI

16. BHegpeHne cuctembl 3awWmTbl MHOpPMaLUn MHAOPMaLMOHHON CUCTEMbl OpraHusyeTcs obnagarenem
NHGOPMaLMM (3aKa3uYNKOM).

BHeapeHune cuctembl 3alumTbl MHOPMaLMM MHPOPMAaLIMOHHON CUCTEMbI OCYLLECTBNAETCS B COOTBETCTBUN C
NPOEKTHOM N SKCMNyaTaLuMOHHON JOKYMEHTauMen Ha CUCTEMY 3alUmnTbl MHpopMaunm NHPOPMaLMOHHOW CUCTEMBI U
B TOM YMCIe BKIOYaET:

YCTaAHOBKY M HAaCTPOWMKY CPeaCTB 3alLnThl MHpopMaLM B UHPOPMALIMOHHOW CUCTEME;

pa3paboTky [OKYMEHTOB, ONpedensiowmMx npasuna wu npouedypbl, peanusyemble oOnepaTtopom And
obecneyeHns 3awnutbl MHPOPMAaUMM B WHEMOPMALMOHHOW cCuUCTeMe B Xoge ee aKcnnyatauuu (panee -
OopraHv3aumoHHO-pacnopaanTernbHble JOKYMEHTbI NO 3almTe nHdopmaumm);

BHeApeHVe opraHn3aumMoHHbIX Mep 3awunTbl MHopMaLnK;

npeaBapuTenbHble UCNbITAHUS CUCTEMBI 3aLLMTLI MHOpMaLun NHOPMAaLMOHHON CUCTEMBI;

OMbITHYO 3KCMyaTauuto CUCTEMBI 3aLUTbl UHGPOPMaLUM MHPOPMALMOHHOW CUCTEMBI;

aHanmM3 ysa3BMMOCTEN WHMOPMALMOHHOMW CUCTEMBbI W MNPUHATAE Mep 3awutbl UHGOpMauMM Nno  Ux
yCTpaHeHuio;

NPUEMOYHbIE UCMbITAHUS CUCTEMbI 3aLLUUTbI MHDOPMaL MU MHPOPMALIMOHHOW CUCTEMBI.

K BHegpeHuo cuctembl 3awuTtbl MHGOpMaLMM WMHGOPMaUMOHHON CUCTEMbl MpPUBREKAeTCa onepaTtop
WH(OPMALIMOHHOW CUCTEMbI B CryYae, €Cnv OH onpefeneH TakoBblM B COOTBETCTBMM C 3aKOHOAATENbCTBOM
Poccuickon degepaumm K MOMEHTY BHEAPEHUS CUCTEMbI 3almUTbl MHOPMaLUn MHPOPMAaLIMOHHOW CUCTEMbI N He
ABMNSIETCA 3aKa3ynKoM JaHHON MHAOPMALIMOHHON CUCTEMBI.

16.1. YcTaHoBKa W HacTpovika CpefcTB 3aliMTbl MHOpMauun B MHGOPMaLUOHHOW cucTeMe [OrkHa
NpoBOANTLCA B COOTBETCTBMM C SKCNyaTaUMOHHOW AOKyMEHTauuMen Ha CcucTemy 3awuTbl MHdopmaumu
WHOPMALMOHHOM CUCTEMBI 1 AOKYMEHTaALMEN Ha CPeACTBa 3aLUmThl UHChOpMaLnN.

16.2. PaspabaTbiBaemble OpraHM3auUMOHHO-pacrnopsaanTenbHble OOKYMEHTbl MO  3awute KHdopmaumu
OOMXHbI onpeaensTb Npasuna u npoueaypsb:

ynpasneHus (aAMUHUCTPUPOBAHUSA) CUCTEMOWN 3aLUUTbI MHGOPMaLMKU UHPOPMALIMOHHOW CUCTEMBI;

BbISIBIIEHUS] MHUMAEHTOB (OOHOro COObLITUSI MW TPYMnbl COOLITMI), KOTOpPbIE MOrYT MPUBECTU Kk cbosiM unm
HapyLeHNo YHKLMOHNPOBAHUSA MHAOPMALMOHHONW CUCTEMBbI U (MNN) K BO3HWKHOBEHUIO Yrpo3 6e3onacHoCTU
WHopmauun (ganee - MHUMOEHTbI), U pearnpoBaHns Ha HUX;

ynpaBneHus KoHdurypaumen atTecCToBaHHON MHPOPMALIMOHHON CUCTEMBI U CUCTEMbI 3aLLMTbl MHOPpMaLn
MHGOPMAaLNOHHOW CUCTEMBI;

KOHTpOnsi (MOHUTOPUWHra) 3a obecneyeHMeM YpPOBHS 3alUMLLEHHOCTU MWHOpMauun, copepxawiencs B
WH(POPMaLMOHHOW CUCTEME;

3aWmnTbl MHpopMauun nNpu BbiBOAE U3 3JKCNnyaTauMm MHAPOPMALMOHHOM CUCTEeMbl UK nocne NPUHATUS
peLueHnst 06 okoH4YaHUM 06paboTkM HopMaLNK.

16.3. MNpw BHeAPEHUN OpraHU3aLmMOHHbIX Mep 3aLLmTbl MHPOpMaLnn OCYLLECTBASIOTCA:

peanusaumsi NpaBun pasrpaHU4eHns OOCTyna, pernameHTUMpyoLWmMX npasa JocTyna cybbekToB goctyna K
obbekTam [ocTyna, U BBEAEHWE OrpaHWYeHUn Ha OeWCTBUSI MONb3oBaTeNen, a TakKe Ha U3MEHEHWE YCITOBUM
aKcnnyaTaumm, cocTaBa U KOHpUrypauum TEXHUYECKUX CPEACTB U MPOrpaMmMHoOro obecneveHus;

npoBepka MOMHOTbI M AETaNbHOCTU OMNWCaHUS B OPraHM3auWOHHO-PacnopsaUTENbHbBIX OOKYMEHTax Mo
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3aluTe UHopmaummn encTenin nons3osartenen 1 agMMHUCTPaTOPOB MHPOPMALIMOHHON CUCTEMBI MO peanusaumm
OopraHu3auUnoHHbIX Mep 3aLuTbl MHopMaLmu;

0TpaboTka OENCTBUIN OOIMKHOCTHBLIX MWL U NoapasferieHnid, OTBETCTBEHHbIX 3a peanusauuio Mep 3aluThbl
MHdopMaLuu.

16.4. TlpegBapuTenbHble WCAbITAHUS CUCTEMbl 3awWuTbl  MHGOPMaLMM  UHAPOPMALMOHHONW CUCTEMBI
npoBogstca ¢ ydyetom TOCT 34.603 "MHdopmauuoHHasa TexHomnorus. Buabl ucnbiTaHuii aBTOMaTuU3npOBaHHbIX
cuctem" (ganee - TOCT 34.603) n BkAoYarOT MPOBEPKY paboOTOCNOCOBHOCTM CUCTEMbI 3aLLMTbl MHGOPMAaL MK
MHOPMALIMOHHONW CUCTEMbI, @ TakKe MNPUHATUE peLleHUs O BO3MOXHOCTM OMbITHOW 3KCMfyaTauun CUCTEMbI
3aWwmThbl MHGopmaLmm MHPOPMaLMOHHON CUCTEMBI.

16.5. OnbITHasA akcnnyaTaums cucTembl 3awmuTbl nHGOpMaUUM MHPOPMALMOHHOW CUCTEMbI NPOBOAUTCS C
yyetom [OCT 34.603 wn BknoYaeT MPoOBEpPKY (OYHKUMOHUPOBAHWS CUCTEMbI  3alWWTbl  MHAOPMaLMK
WH(POPMALIMOHHON CUCTEMBbI, B TOM 4YWUCIie peanu3oBaHHbIX Mep 3aliuTbl MHAOPMAaUUKW, a Takke FOTOBHOCTb
nonb3oBaTtenem W aaMUHUCTPATOPOB K 3KCMnyaTauuum CUCTEMbl 3awmTbl UHGOpMauun MHEGPOPMaLMOHHON
CUCTEMBI.

16.6. AHanua yasBMMOCTEN WMHAOPMALMOHHOW CUCTEMbl MPOBOAUTCA B LENSX OLEHKU BO3MOXHOCTU
NpeonosieHnst HapylwMTeNnemM CUCTEMbI 3aLUUTbl MHOPMaUUN MHPOPMALMOHHON CUCTEMBbI U NPEeOOTBpaLLEHMUs
peanu3auun yrpo3 6e3onacHoCTU MHoOpMaLmm.

AHanu3 ysa3BUMOCTEN WH(MOPMALMOHHOW CUCTEMbI BKIIOYAET aHanvM3 Ys3BMMOCTEN CPEeACTB 3aluThl
NHGOPMaLIMK, TEXHUYECKMX CPEeACTB M NPorpamMmMHoOro obecneyeHms MHPOPMAaLIMOHHON CUCTEMBI.

Mpu aHanu3e ysa3BMMOCTEN MHAPOPMALIMOHHON CUCTEMbI NMPOBEPSETCH OTCYTCTBME U3BECTHBLIX YA3BUMOCTEN
CpPeAcTB 3awuTbl MHOpMaLUKN, TEXHUYECKMX CPEACTB U MpOrpammMHOro obecneyeHvsi, B TOM 4MChE C y4ETOM
nHdopmaumm, uMerLlencs y pas3paboTyMkoB M MOMYYEHHOW W3  ApyrMx OOWwedoCTyMmHbIX UCTOYHUKOB,
NPaBWUMbHOCTb YCTAHOBKM U HacTPOWKM CPeACTB 3aluvTbl MHpOpMaLuKn, TEXHUYECKUX CPEACTB U MPOrpaMMHOro
obecneyeHns, a TaKke KOPPEKTHOCTb paboTbl CpeAcTB 3awuTbl MHAOPMaUMM MpU MX B3aUMOZEWUCTBUU C
TEXHUYECKMMU CpeCTBaMM M NPOrpaMmMHbIM obecneveHmem.

B cnyyae BbISiBNeHWst ys3BUMOCTENM MHAOPMALUOHHOM CUCTEMbI, MNPUBOASLNX K BO3HUKHOBEHMIO
[ONOMHUTENbHBIX yrpo3 6e3onacHOCTM MHGOpMauMu, NpPOBOAUTCA YTOYHEHWe Modenu yrpo3 6e3onacHocTu
nHdopmMauMm U“ NpuM  HEeOOXOAMMOCTM MPUHUMAIOTCS  OOMOSHMTENbHbIE Mepbl  3awuTbl  MHopMauuu,
HanpaBrieHHble Ha YCTpPaHeHWe BbISIBNEHHbIX YA3BMMOCTEW UMW MCKMOYaloLlwme BO3MOXHOCTb MCMNOMb30BaHMUS
HapyLUMTENeM BbISIBIEHHbIX YA3BMMOCTEN.

Mo pesynbTaTtaM aHanM3a ya3BUMOCTEN OOJPKHO ObiTb MOATBEPKAEHO, YTO B MH(POPMALMOHHOW cucTeme
OTCYTCTBYIOT YSI3BUMOCTU, coaepxalmecs B 6aHke gaHHbIX yrpo3 6e3onacHocTn nHdopmauun PCTIK Poccun, a
TakKe B MHbIX UCTOYHMKAX, UMK UX MCNONb30BaHUe (IKCnnyaraums) HapyLmTeneMm HeBO3MOXHO.

(ab3ay BeegeH lMpukazom PCTIK Poccum o1 15.02.2017 N 27)

16.7. lNpuemoyHble MUCnbITaHUS CUCTEMbI 3alnTbl MHpOpMaLUn MHPOPMALIMOHHON CUCTEMbI NMPOBOASTCS C
ydyetom OCT 34.603 u BKMOYalOT MNPOBEPKY BLINOMHEHUS TpebOBaHWM K cuUCTeMe 3awutbl MHGOpPMaLmm
NHEOPMALIMOHHOW CUCTEMbI B COOTBETCTBUM C TEXHUYECKMM 3adaHMeM Ha co3gaHne UHOPMaLMOHHOW CUCTEMBI
N (UNKN) TEXHUYECKNM 3aiaHMeM (YaCTHbIM TEXHUYECKUM 3aJaHneM) Ha CO3AaHMe CUCTEMbI 3aLLMTbl MHOpMaLUK
NHOPMALMOHHOW CUCTEMBI.

ATTectauma nHpopmMaLMOHHON CUCTEMbI U BBOA €€ B AENCTBUE

17. ATTecTaums MHOPMaLMOHHON CUCTEMbI OpraHuadyetcsa obnagarenem mHdopMaummn (3akazvnkom) unm
OonepaTtopoM U BKAKYAET NPOBEOEHME KOMMSIEKCA OPraHM3auuOHHbIX W TEXHUYECKMX  MEpOnpUSATUN
(aTTecTauMoHHbIX WCMbITAHWI), B pe3ynbTaTe KOTOpbIX MOATBEPXKOAETCA COOTBETCTBME CUCTEMbI 3aLUUThI
NMHpopmaunm NMHHOPMaLIMOHHON CUCTEMbI HAcTosILLMM TpeboBaHUsIM.

lMpoBedeHne aTTeCTAUMOHHbBIX WUCMbITAHUA  WMHAOPMALWOHHOM CUCTEMbl  AOSMKHOCTHBIMK  NiMLaMMU,
OCYLLECTBMSIOWYMMY NPOEKTUPOBAHNE U (MNM) BHEOPEHVME CUCTEMbI 3aliMTbl MHGOPMaUMM MHOPMAaLMOHHON
CUCTEMBbI, HE JOMyCKaeTCs.

(ab3au BeegeH lMpukazom PCTOK Poccun ot 15.02.2017 N 27)

17.1. B kayectBe MCXOOHbIX [AaHHbIX, HEOOXOAMMbIX AN aTTecTauun MHEPOPMALMOHHOM CUCTEMBI,
NCcnonb3ylTcss Modernb yrpo3 GesonacHoCcTM MHdOpMauMK, akT Knaccudmkaumm MHOPMAaLMOHHON CUCTEMBbI,
TeXHUYeckoe 3afjaHve Ha cosgaHne WHAOPMALUOHHOW CUCTEMBbI U (MNK) TexHU4eckoe 3afaHue (4acTHoe
TeXHUYEeCcKoe 3afaHue) Ha cos3faHne CUCTeEMbI 3aluTbl UHpopMaLUM MHAPOPMALNOHHOW CUCTEMBI, NPOEKTHAsA U
aKCMnyaTaumMoHHass [OOKYMeHTaumMsi Ha  cucTeMy  3awuTtbl  UMHopmauum  UHEAOPMALMOHHOW  CUCTEMBI,
OpraHv3aumMoHHO-pacnopaanTenbHble JOKYMEHTbI MO 3awuTe MHOpMaLuKn, pesynbTaTbl aHanusa ysi3BUMOCTEN
MHOPMALIMOHHOW CUCTEMbI, MaTtepuanbl NpeABapUTENbHbIX U MPUEMOYHBIX WCMbITAHUA CUCTEMbI 3aLUMTbI
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nMHdopmaumm MHPOPMALMOHHON CUCTEMBI, @ Takke WHble OOKYMEHTbl, pa3pabaTbiBaeMble B COOTBETCTBUM C
HacTosAwmMMn TpeboBaHUAMMN.

17.2. AtTectaums MHPOPMaLMOHHON CUCTEMbI NPOBOAMTCS B COOTBETCTBUM C NPOrpaMmMon U MeToamkamm
aTTECTAUMOHHbIX UCMbITaHUA OO Hadana obpaboTkM MHGOopMauuu, nogrexaiien sawmte B MHAOPMALMOHHON
cucteme. [Ina npoBegeHns atTectaumm MHOPMALNOHHOW CUCTEMbI MPUMEHAKTCA HaLMOHarbHble CTaHAapThl, a
Takke MeTOOMYECKUE [OKYMEHTbI, pa3paboTaHHble u yTBepxaeHHble PCTIK Poccum B cooTBetcTBUM C
nognyHktom 4 nyHkta 8 [MlonoxeHus o PepepanbHom crnyxbe no TEXHUYECKOMY W SKCMOPTHOMY KOHTPOISIHO,
yTBEpPXXAEeHHOro Ykasom lNpesngeHta Poccunckon ®egepaumm ot 16 aerycta 2004 r. N 1085.

Mo pesynbTaTam aTTECTAUUOHHBIX UCMbITAHWA OMOPMIIAIOTCA MPOTOKOMblI aTTECTALUOHHBIX MWCMNbITaHWN,
3aKkroyYeHne O COOTBETCTBMM MHAOPMALMOHHOW CUCTEMbI TpebOoBaHWAM O 3awmute MHpopmaumm m aTtecTart
COOTBETCTBUS B Crly4ae NofoXUTENbHbIX Pe3ynbTaToB aTTECTALUMOHHBIX UCMbITAHWUNA.

Mpu npoBegeHWN aTTeCTauMOHHBLIX WCMbITAHUA OOIDKHbI NMPUMEHATLCS chnegylowue MeToAbl NPOBEpPOK
(vcnbiTanun):

(ab3au BeeaeH Mpukazom ®CTIK Poccum ot 15.02.2017 N 27)

SKCMEepPTHO-AOKYMEHTamnbHbIN MeTOoA, NpedycMaTpyBaloOLLUA MPOBEPKY COOTBETCTBUS CUCTEMbI 3aLUUThI
nHdopmaunm MHPOPMALNOHHON CUCTEMBI YCTaHOBMEHHbIM TpeboBaHMAM No 3awmTe MHopMauun, Ha OCHOBE
OLEHKM 3KCNyaTauMOHHOW [OOKYMEHTaLMKW, OpraHn3auMoHHO-pacnopsigMTenbHbIX OOKYMEHTOB MO  3aliuTte
WMHopmaumn, a Takxke ycnoBuin yHKLNOHUPOBAHNSA UHAOOPMALIMOHHOW CUCTEMBI;

(ab3au BBeaeH lNMpukaszom PCTIK Poccum o1 15.02.2017 N 27)

aHanus ysa3BMMOCTEN WH(OPMALUMOHHOW CUCTEMbI, B TOM YMCIE Bbl3BaHHbLIX HEMNpaBWUIbHOW HaCTPOMKOW
(koHMrypunpoBaHMEM) NpOrpaMMHOro obecnedeHnst U CpeacTB 3almThl MHpopMaLuK;

(ab3au BeeaeH Mpukazom PCTIK Pocecum ot 15.02.2017 N 27)

UCMbITaHWS CUCTEMbI 3alUMTbl MHQOpPMauUuM MyTeM OCYLLECTBMEHUS MOMbITOK HEeCAHKLUMOHUPOBAHHOIO
Joctyna (Bo3genctaund) K MHGPOpPMaLMOHHON cucteMe B 06X04 ee CUCTEMBI 3aLUTbl MHGbOpMaLmu.

(ab3au BeeaeH Mpukazom GCTIK Poccum ot 15.02.2017 N 27)

17.3. Honyckaetcs aTTtectauus MH(OPMAaLMOHHON CUCTEMbI Ha OCHOBE pe3ynbTaToOB aTTeCTauMOHHbIX
UcnbiTaHW BblgeneHHoro Habopa CerMeHToB MH(OPMALMOHHOM CUCTEMBI, PEeanuayloLwwmx MOSHYI TEXHOMOIUo
06paboTkun nHhopmaumu.

B aTom cnydae pacnpocTpaHeHue aTTecTata COOTBETCTBUS Ha Apyrne CermMeHTbl WHEMOOPMaLMOHHON
CUCTEMbI OCYLLECTBIISAETCS MPU YCIOBUN UX COOTBETCTBUSA CErMEHTaM MHEOPMALMOHHOMW CUCTEMBI, NPOLIEALLNM
aTTeCTaLNOHHbIE UCMbITAHUS.

CerMeHT cumTaeTcsi COOTBETCTBYIOLLUM CETMEHTY MH(POPMAaLMOHHOW CUCTEMBI, B OTHOLLEHUM KOTOPOrO Obinu
NpoBeAeHbl aTTeCTaUMOHHbIE UCMbITAHUSA, €Cny AN yKa3aHHbIX CEerMEHTOB YCTaHOBMEHbl OAWMHAKOBbLIE KIlacChbl
3aLUMLLEHHOCTH, Yrpo3bl Oe3onacHOCTM MHAOPMauMK, peanu3oBaHbl OOWHAKOBbLIE MPOEKTHbIE peLleHust Mo
WHOPMALIMOHHOM CUCTEME U €€ CUCTEME 3aLLnThbl MHpopmaumn.

CooTBeTcTBME CErMeHTa, Ha KOTOPbI  pacnpoCTpaHseTcs  aTrectar COOTBETCTBUS, CErMeHTy
WHOPMALMOHHOW CUCTEMbI, B OTHOLUEHUM KOTOpOro Obinn MpoBedeHbl aTTeCTauMOHHbIE  WCMbITaHUS,
noaTBepXaaeTcs B Xo4e NPUeMOYHbIX UCMbITaHUA UHPOPMALIMOHHOW CUCTEMbI UNN CETMEHTOB UH(OPMaLIMOHHON
CUCTEMBI.

B cermeHTax WHMOPMAUMOHHON CUCTEMbI, Ha KOTOpblE pacrnpoCTpaHseTcs artTecTtaT COOTBETCTBMS,
onepatopom obecneunBaeTcst cobnogeHne aKkcnnyaTauMoHHONW AOKYMEHTALUMM HA CUCTEMY 3aLLMTbl MHGOPMaLIMK
WH(OPMALIMOHHON CUCTEMBI U OPraHN3aLMOHHO-PACNOPSAMTENbHbBIX JOKYMEHTOB MO 3alumMTe UHopmMaumn.

OcobeHHOCTM aTTecTaumMm WHGOPMALMOHHOMW CUCTEMbI Ha OCHOBE pe3ynbTaToB aTTEeCTaLUMOHHbIX
UCMblTaHWI BbIOENEHHOrO Habopa ee CErMeHTOB, a Takke YCMOBUS M MOPSIAOK pacnpoCTpaHeHust aTTtectaTa
COOTBETCTBUS Ha Apyrne cerMeHTbl MHAPOPMAaLMOHHOW CUCTEeMbl OnpefensiTcsa B nporpaMme U MeToauKax
aTTECTALMOHHbIX UCMbITAHWI, 3aKIIOYEHUN 1N aTTecTaTe COOTBETCTBUS.

17.4. ToBToOpHaa atTecTaums MHHPOPMALMOHHON CUCTEMbI OCYLLECTBIIIETCA MO OKOHYaHUWM CPOKa OENCTBUS
aTTectata COOTBETCTBWS, KOTOPbI HE MOXET MpeBblwaTb 5 neT, WM MNOBLIWEHNS Kracca 3alyeHHOCTM
MHpopmaumoHHor cuctembl. lNMpyn yBennyeHum coctaBa yrpo3 06e30onacHOCTM MHGOPMaUUU UM U3MEHEHMS
MPOEKTHbIX PELLEHUN, peann3oBaHHbIX NPY CO34aHNM CUCTEMbI 3aLLMTbl MHOPMaUMM MHPOPMALMOHHOW CUCTEMBI,
NPOBOAATCSA AOMNOSNIHUTENbHbIE aTTECTAUMOHHbIE UCMBITAHUSA B paMKax AEMCTBYHOLLEro atrecrata CoOOTBETCTBUS.

(8 pea. Mpukasa PCTOK Poccunm ot 15.02.2017 N 27)

17.5. BBog B AencTene MHMOPMaLMOHHOW CUCTEMbI OCYLLIECTBIISIETCA B COOTBETCTBUM C 3aKOHOOATENBCTBOM
Poccunckon ®egepaunm 06 MHpopMauumn, MHPOPMAaLMOHHBIX TEXHOMOMMAX U O 3alumMTe MHopMaLun 1 ¢ y4eToMm
FOCT 34.601 1 npu Hanu4Mn aTTectTaTa COOTBETCTBMS.

17.6. VIHOpMauUMOHHbIE cuUCTEMbI, (yHKUMOHMpYOWME Ha ©ase obuien WHppacTpykTypbl (CpeacTs
BbIYMUCIINTENBHON TEXHWKW, CEPBEPOB TENEKOMMYHMKALMOHHOIO o0opydoBaHMs) B KayecTBe NPUKIagHbIX
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CEPBUWCOB, NoAsiexaTt aTTecTaumm B COCTaBe yYka3aHHOW MHPaCTPYKTYpbI.

B cnyvae, ecnu wHdOpMauMOHHaA cucTema cos3gaetca Ha 6ase ueHTpa o00paboTkM  AaHHbIX
YMONTHOMOYEHHOTO NnLA, TaKoW LleHTp 00paboTku AaHHbIX JOSMKEH OblTb aTTECTOBaAH MO KMnaccy 3allMLLEHHOCTUN He
HWXe Knacca 3almnLLeHHOCTH, YCTaHOBEHHOMO AN co34aBaeMon MHPOPMaLMOHHON CUCTEMBI.

Mpu aTTecTauMnm WMHAMOPMAaLMOHHON CUCTEMbI AOSMKHbI MCMOMb3YOTCS pes3ynbTaTbl aTTecTaumu oOLlen
NHPACTPYKTYpbI onepaTopa MHPOPMaLMOHHON CUCTEMBI.

(n. 17.6 BBeaeH lNpukaszom PCTIK Poccum o1 15.02.2017 N 27)

O6ecneyeHre 3aWwmTbl MHGOPMaLMM B X04€ IKCnnyaTaumnm
aTTeCcTOBaHHOW MHOPMaLMOHHON CUCTEMBI

18. ObGecneyeHve 3awmnTbl MHOPMaLUM B XOA4e IKCNyaTaumum aTTeCToBaHHON MHAOPMALMOHHON CUCTEMbI
OCYLLECTBMSIETCS OnepatopoM B COOTBETCTBMM C IKCMnyaTaLMOHHOW [AOKYMeHTauuenh Ha CUCTeMy 3alluuTbl
MHOpMaLMM U OpraHU3aLUOHHO-pacnopsaUTENbHbIMA AOKYMEHTaMM MO 3aliute MHGOpMauuM M B TOM 4ucrie
BKITHOYaET:

ynpaeneHue (agMUHUCTPUPOBAHUE) CUCTEMOW 3aLLMTBI MHPOpMaLMKN MHAOPMALIMOHHOW CUCTEMB;

BbISIBIIEHNE VHUWOEHTOB M pearMpoBaHnNe Ha HUX;

ynpaBneHne KoHdurypaumen atTecTOBaHHOMW WH(OPMALMOHHOM CUCTEMbI U €€ CUCTEMbl 3aluThl
MHdopMaLnu;

KOHTPOMb (MOHWUTOPWHI) 3a obecnevYeHUeM YPOBHS 3alLMLLEHHOCTU WHGOPMaUMM, COAepXKallencs B
WHOPMALIMOHHON CUCTEME.

18.1. B xome ynpaBneHuss (agMMHUCTPUPOBAHWS) CUCTEMON 3awmTbl MHGPOPMaLMM MHPOPMALMOHHOWN
CUCTEMbI OCYLLIECTBNSAIOTCS:

3aBefleHne W yaaneHue Yy4YeTHbIX 3anvicel nomnb3oBaTenen, ynpasreHue MOMHOMOYMSMU Mornb3oBaTenen
NHOPMALIMOHHOW CUCTEMbI U NoAdepXKaHue npaBun pasrpaHnyeHns 4ocTyna B MHPOPMaLMOHHON CUCTEME;

ynpaBneHue cpeacTeamy 3alutbl MHopMaLum B MHPOPMALIMOHHOM cucTeMe, B TOM Yucrie napameTpamu
HacTpOWMKM NporpammMHOro obecnedeHus, BKMYas nporpaMmHoe obecneuveHve CPeacTB 3aluTbl MHOpMaLmMu,
ynpaBneHue Yy4yeTHbIMW 3anuMcsMW MNofb30oBaTenen, BOCCTaHoBreHMe paboTocnocobHOCTM CpeacTB 3alumThl
nHdopMaLmK, reHepaLuto, CMEHY U BOCCTaHOBIIEHME Naponew;

yCTaHOBKa OOHOBIEHWI NpPOrpaMMHOrO obecneveHusi, BKM4Yasi nporpammMHoe obecrnevyeHne CpeacTs
3aWmnTbl MHOpMaUMK, BbiMyCKaeMbIx pa3pabdoTymkamy (MPOM3BOAUTENSAMN) CPEACTB 3almThl MHCpOpMauun unm
MO MX NMOPYYEHNIO;

LEeHTpann3oBaHHOEe YynpaBfieHNne CUCTEMOM 3aluTbl MHGOPMAaUMM  MHAOPMALUNOHHOM cuctembl (Mpu
HeobxoaMMocCTH);

perucTpaumsi 1 aHanus cobbITUin B MHPOPMALIMOHHOW CUCTEME, CBSA3AHHbIX C 3alUTON nHdopMaummn (oanee
- cobbITUs1 BesonacHoCTN);

WHOpMMpoBaHUE nonb3oBaTenen ob yrposax 6esonacHOCTM MHOPMaUUK, O MpaBunax IJKcnryataumm
CMUCTEMbI 3alMTbl UMHOPMaLMM MHAOPMALIMOHHOW CUCTEMbI U OTAENbHbIX CPEACTB 3aliMTbl MHOpMauMu, a
TaKke nx obyyeHue;

conpoBoXaeHne PyHKUNOHMPOBaHUSA CUCTEMbI 3aLMTbl MHOPMaLMM MHPOPMALIMOHHOW CUCTEMBI B XO4E ee
aKcnnyaTaumm, BKItOYas KOPPEKTUPOBKY 3KCnNyaTaunoHHON AOKyMeHTaumm Ha Hee n
OpraHn3aunoHHO-PaCcNoPAANTENbHbIX JOKYMEHTOB MO 3alumTe MHopMauuu;

18.2. B xo4e BbISIBNEHUSA MHUNOEHTOB M pearMpoBaHnsi HA HUX OCYLLECTBNAKTCS:

onpeaerneHne nuu, OTBETCTBEHHBIX 3a BbIsIBNIEHWE UHLUMAEHTOB U pearnpoBaHne Ha HUX;

obHapyXeHue W wuaeHTUMKaUNsS WHUMOEHTOB, B TOM 4ucle OTKasoB B obcnyxuBaHun, cboes
(nepesarpy3ok) B paboTe TEXHUYECKUX CpPeacTB, MPoOrpaMMHOro obecneyeHms U CpeacTs 3awmuTbl MHOPMaLmu,
HapyLeHWIA NpaBuIl pasrpaHNyYeHns OOCTyna, HenpaBOMEpPHbLIX OENCTBUM MO cOopy MHGOpMauuK, BHEAPEHUN
BPEOOHOCHBIX KOMMbIOTEPHBIX MPOrpamm (BUPYCOB) N MHBIX COOLITUIA, NPUBOAALLUX K BO3HUKHOBEHMWIO NHLUMAEHTOB;

CBOEBPEMEHHOE MH(OPMMPOBAHME MWL, OTBETCTBEHHbIX 33 BbISBIIEHNE MHUWOEHTOB M pearmpoBaHue Ha
HWX, O BO3HUKHOBEHWUN MHUMAEHTOB B MH(POPMALIMOHHOM CUCTEME MONb30BaTENAMU U aAMUHUCTPATOpamMu;

aHanu3 WHUMOEHTOB, B TOM 4uCre onpeferneHne MCTOYHMKOB M MPUYMH BO3HWKHOBEHUS MHUWAEHTOB, a
Takxke oLeHKa X NocneacTBui;

NNaHMpoBaHWe W MPUHATME Mep MO YCTPAHEHWI0 WHUMOEHTOB, B TOM 4MCrie MO BOCCTaHOBIIEHUIO
WH(OPMAaLMOHHOW CUCTEMbI U €e CEerMEHTOB B Criydae oTkasa B obcnyxvBaHuu unu nocne cboeB, yCTpaHEHMUHo
nocneacTBMN HapyLeHUs NpaBun pasrpaHUYeHnst 4OCTyna, HeENpaBOMEPHbLIX OAEWCTBUA No cOopy MHdopmaumu,
BHELpEHNs1 BPEOOHOCHBLIX KOMMbIOTEPHBLIX NPOrpamMm (BUPYCOB) U UHLIX COObLITUIA, NPUBOASILLNX K BO3HUKHOBEHUIO
WHUWOEHTOB;
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nnaHMpoBaHue n NpUHATUE Mep MO NpefoTBPAaLLEHMIO NOBTOPHOIO BO3HUKHOBEHUS UHLIMAEHTOB.

18.3. B xoge ynpaBneHusi KOHdurypaumen atTecToBaHHOW WMHEMOPMaLMOHHON CUCTEMbI U €ee CUCTEMBbI
3aLWuUTbl MIHOPMALMKU OCYLLLECTBAIOTCS:

noagepxaHue KoHdurypauum MHOpMaLMOHHOM CUCTEMbI U €€ CUCTEMbI 3aLUMTbl MHpopMauun (CTPYKTypbl
CUCTEMbI 3almTbl UHGOPMaLMM MHHOPMALIMOHHOW CUCTEMBI, COCTaBa, MECT YCTAHOBKM U NapaMeTpOB HaCTPOMKM
CcpeacTs 3awmTbl MHopMauun, nporpammHoro obecnedyeHuss M TeXHUYECKMX CpeacTB) B COOTBETCTBUM C
3KcnnyaTauMoHHOM OOKYMEHTaUMeNn Ha CUCTEMY 3alumTbl MHopmauun (noagepxaHne 6a3oBoin KOHdUrypaumm
WMHOPMALIMOHHONM CUCTEMBI U €€ CUCTEMbI 3aLUUTbI MHOpMaLUn);

onpegerneHne nuvu, KOTOpbiM paspeLlleHbl AENCTBUS MO BHECEHUIO M3MEHeHUn B 0a3oByl KOHUrypauuio
NHEOPMALIMOHHOW CUCTEMbI U €€ CUCTEMbI 3aLLnTbl MHopMaLunw;

ynpaeneHme M3mMeHeHusaMn 6a30BON KOHUrypaumnm MHGOPMAaLUOHHON CUCTEMbI U €€ CUCTEMbI 3aluUThbl
WHdopmaummM, B TOM uYUcre onpegeneHve TUMOB BO3MOXHbLIX U3MEHEeHW 6as3oBor  KoHdMrypauum
WH(OPMALIMOHHON CUCTEMBI U €e CUCTEMbI 3alluTbl MHPOpPMaLK, CaHKLMOHUPOBAHWE BHECEHUS U3MEHEHUN B
6a30Byl0 KOHUrypaumo NHHOPMALIMOHHON CUCTEMBI N €e CUCTEMbI 3almTbl MHOPMaUMK, JOKYMEHTUPOBAHWE
OEVCTBUM MO BHECEHNIO M3MEHEHUI B 6a30BY0 KOHUIypaL i MHPOPMALIMOHHON CUCTEMBI U €€ CUCTEMBI 3aLLMTbl
NMHdOpMaLMK, COXpaHeHWe AaHHbIX 00 M3MeHeHusx 6a3oBoN KoHUrypauum MHAPOPMALMOHHOW CUCTEMBI U ee
CUCTEMbI 3aWnTbl UHGPOPMALMK, KOHTPOMb OENCTBMA MO BHECEHWMIO U3MEHEHWA B 0GasoByl KOHUrypauuio
MHGOPMALIMOHHOW CUCTEMbI M €€ CUCTEMBI 3aLLMTbl MHCbopMaLunw;

aHanmM3  MoTeHUManbHOTO  BO3AEWCTBUS  MIAHWPYEMbIX M3MeHeHMn B 6asoBOM  KOHGUrypaumm
MHOPMALIMOHHOW CUCTEMbI M €€ CUCTEMbI 3aluTbl MHOPMauMM Ha obecneyeHue 3awmTbl MHopMauuu,
BO3HWKHOBEHWE [OMOSNHUTENbHbBIX Yrpo3 6e3onacHocTu MHgopMauum n paboTocnocobHOCTL MH(OPMaLVOHHON
CUCTEMBI;

onpegerneHne napameTpoB HACTPOMKM MPOrpaMMHOro obecneyeHusi, BKIOYas nporpammHoe obecnedeHune
cpencTs 3almnThl MHopMaLmMu, cocTasa 1 KOHOUrypaumm TEXHUYECKMX CPeacTB U NporpaMmMHOro obecneyeHus o
BHECEHUS W3MeHeHun B 0a3oByl0 KOH(urypaumio WMHPOPMALMOHHOM CUCTEMbl U €€ CUCTeMbl 3aluThbl
nHdopmaunu;

BHeCeHne MHpopmMauum (gaHHbIX) 06 M3MeHeHMAX B 6a3oBoW KOHUrypaumm nHOPMaLMOHHOW CUCTEMBI U
ee cuctembl 3aWuTbl MHGOPMaUMM B IKCMyaTaLMOHHYIO AOKYMEHTAUMI0 Ha CUCTeMy 3aluTbl MHOopMaumu
MHAOPMALIMOHHON CUCTEMBI;

NPUHATME peLleHuss no pesynbTataM YnpaeneHust KOHdurypaumen O MOBTOPHOW —aTTectauuu
NMHGOPMALIMOHHOW CUCTEMbI MW NPOBEAEHWMN JONOMHUTENBHBIX aTTECTALMOHHBLIX UCTIbITAHWA.

18.4. B xope KoHTpons (MOHMTOPWHra) 3a obecrneyeHMeM YpPOBHS 3aLUMLLEHHOCTU MHdOopMauuu,
cogepxatlencs B UHPOPMaLMOHHON CUCTEME, OCYLLECTBNAOTCS:

KOHTpPOJb 3a cobbITUSIMM 6e30NacHOCTM U OENCTBUSIMU NOfb3oBaTesnen B UH(pOPMaLMOHHOW CUCTEME;

KOHTPOIb (aHanu3) 3awuLLeHHOCT nHpopmaumn, cogepatlencs B HPOPMaLNOHHON CUcTEME;

aHanmM3 1 oueHka (QYHKLMOHMPOBAHMSA CUCTEMbI 3awwnTbl MHGOPMaLMM MHAPOPMALMOHHON CUCTEMBI,
BKIHOYas BbISIBNEHWE, aHanu3 1 ycTpaHeHne HedoCTaTKoB B (PYHKUMOHMPOBAHMU CUCTEMBI 3alLmTbl MHCpopMauum
WHPOPMALIMOHHON CUCTEMBI;

nepnoanyeckuin aHanua uameHeHusa yrpos 6esonacHocTn mHdopMauMm B MHAOPMALUOHHOW cucteme,
BO3HMKAOLLMX B XO4€ ee 3KcnnyaTauun, U NpuHaTUE mep 3awmuTbl MHOpMauun B crnyvyae BO3HUKHOBEHUSA HOBbIX
yrpo3 6e3onacHoCTu nHpopmaLmu;

OOKYMEHTUPOBaHWe npoueayp W pe3ynbTaTtoB KOHTpons (MOHMTOpuHra) 3a obecneveHvem YpOBHS
3alUMLEHHOCTN MHAOPMaLmMK, cogepxallencs B UHPOPMaLMOHHON CUCTEME;

MPUHATME peLleHMst Mo pe3ynbTaTtaM KOHTPOMst (MOHUTOPMHra) 3a obecneyeHMem YpOBHS 3aLLMLLEHHOCTU
nHdopmaumm o popaboTke (MOAepHM3aAUUM) CUCTEMbI 3aWwuTbl WHGOPMaUUM MHADOPMALMOHHON CUCTEMBbI,
MOBTOPHOW aTtTecTaumm WH(OPMALNOHHON CUCTEMbI UMM NPOBEAEHWMM LOMNOMHUTENBHbIX aTTEeCTALMOHHbIX
UCMbITaHWN.

Obecneyenne 3awmTbl MHpOpMaLUM NpK BbIBOAE M3 SKCNyaTaumm
aTTeCTOBaHHOM MHDOPMALMOHHOM CUCTEMBI NN NOCNE NPUHATUSA
peLueHns 06 okoH4aHum 0b6paboTkm nHopmaumm

19. ObGecneyeHne 3aWmnTbl MHGOOPMALMM NPU BbIBOAE M3 3KCMyaTauMm aTTecToBaHHOW MHAOPMALMOHHOM
CUCTEMbI UMK NOCIe NPUHATUS pelleHns 06 OKOHYaHUM 06pPaboTKM MHOPMaLIMK OCYLLIECTBASIETCA ONepaTopom B
COOTBETCTBMM C IKCMyaTaUMOHHOM [OKYMEHTaUMeh Ha CUCTEMY 3alnTbl MHGOpMaLun MHAOPMALMOHHON
CUCTEMbI U OPraHM3aUMOHHO-PACMOPAANTENBHLIMU [OKYMEHTaMU MO 3awmTe MHopMauum u B TOM 4ucre
BKIlOMaeT:

Ctpannua 12 us 27



apxvMBupoBaHMe UHopMauun, cogepallenca B UHPOPMaLNOHHOW CUCTEME;

YHUYTOXEHNe (CTUpaHue) AaHHbIX U OCTaTOYHOM WHOpMauUMM C MaLUUHHBIX HOcuTenen mHdopmauum n
(Mnn) YHUYTOXEHWE MaLUMHHBIX HOCUTENen MHpopmMauun.

19.1.  ApxuBupoBaHue uvHOpMaLMM, cogepxawenca B  MHPOPMALMOHHOW  CUCTEME,  [LOSMKHO
OCYLLECTBMATLCA NpY HEOBXOANMOCTM JaNbHENLLEro NCMOMNb30BaHMS MHAOPMaLMn B 4eATENbLHOCTM onepaTopa.

19.2. YHNYTOXEHUE (CTUPAHMNE) AaHHbIX U OCTATOYHOW MHGOPMAaLMK C MAaLUMHHBIX HOCUTENen nHopmaLmm
nNpon3BOAMTCA MpU HEeoOXOAMMOCTM nepedayy MaLIMHHOIMO HocuTens WHGOopMaumMvM Apyromy MoNb30BaTesNto
NHOPMALIMOHHOW CUCTEMBbI MM B CTOPOHHWE OpraHu3aumv Ofis PeMOHTa, TEXHWYECKOro OOCMNyXMBaHWS WUnn
OanbHENLEro YHUHTOXEHMS.

Mpn BbIBOOAE W3 3KCMnyaTauMyv MaLUMHHBbIX HOCUTENEn MWHGOPMAaLMKM, Ha KOTOpbIX OCYLLECTBANMUCH
XpaHeHne n obpaboTtka nHdopmMaLmm, OCyLLEeCTBSAETCS (PM3NYECKOE YHUUTOXEHME ITMX MALUWHHBIX HOCUTENEen
WHpopmaumn.

[ll. TpeboBaHus K MepaM 3aLUMTbl MHPOpMaLUK, cogepxallemncs
B MHCPOPMALIMOHHOW CUCTEME

20. OpraHunsaunOHHbIE U TEXHUYEeCKUe Mepbl 3aluTbl MHOpMauuKn, peanusyemble B MHPOPMAaLMOHHOW
CUCTEME B paMKax €e CUCTeMbl 3aluTbl MHGOpMauuM, B 3aBMCMMOCTU OT yrpo3 ©e3onacHoCcTM MHGOopMaumu,
NCNonb3yeMbiX MHHOPMALMOHHBIX TEXHOMOMMA U CTPYKTYPHO-(YHKLMOHANBHBIX XapakTepPUCTUK MHCpOPMaLOHHOWN
CUCTEMbI JOMKHbI 00ecnevmBaTh:

ngeHTudurkaumio n ayteHTudmrkaumio cybbekToB 4ocTyna n 06 bLEKTOB JOCTYNa;

ynpaeneHue 4ocTynoM cybbeKkToB JOCTyna K 06bekTam AoCTyna;

orpaHu4eHne NporpaMMHON cpeasbl;

3aLUTy MaLUMHHBIX HOCUTENEN MHhopMauuu;

perncTpauuio cobbITnin 6e3onacHocTy;

aHTVBUPYCHYIO 3aLUnTY;

o6HapyXeHue (NpeaoTBpaLLeHNE) BTOPXKEHNI;

KOHTPOrnb (aHanu3) 3almLeHHOCTN nHdopMaLmu;

LEeNOCTHOCTb MHAPOPMAaLIMOHHON CUCTEMBI U HAOPMALINK;

OOCTYMHOCTb MHpopMauuu;

3alMTy cpeapbl BUpTyanu3auuu;

3aLUMTY TEXHNYECKUX CPEACTB;

3aLUMTY UHCPOPMALMOHHOW CUCTEMbI, €€ CPeacTB, CUCTEM CBA3M U Nepedayn JaHHbIX.

CocTtaB mep 3awwmTbl MHpopMauun 1 ux 6asoBble HabOpPbl ANs COOTBETCTBYHOLUMX KITACCOB 3aLUULLEHHOCTU
NHEOPMALMOHHBIX CUCTEM NpuBedeHbl B npunoxeHnn N 2 k HacToswmM TpeboBaHusaMm.

20.1. Mepbl No ngeHTUdMKaumm 1 ayteHTUudmkaumm cybbekToB OOCTyna M O6beKkTOB AO0CTyna AOMMKHbI
obecneunBatb nNpUCBOEHME CybObekTaM M OO0bekTam [OCTyna YHMKaNbHOrO Mpu3Haka (uaeHTudumkaTopa),
CpaBHeHWe npeabsABnssemMoro cyobekTtoMm (0BbekTom) AocTyna wuaeHTudukatopa € nepevyHeM MPUCBOEHHbIX
noeHTUMKaATOpOB, a TakkKe NPOBEPKY MPUHALNEXHOCTM CyObekTy (0ObekTy) AocTyna npeabsiBIEHHOO WM
naeHtTudurkatopa (nogrsepxgeHne NoAMHHOCTK).

20.2. Mepbl Mo ynpaBneHuio AOCTYNOM CyObeKTOB AocTyna K obbekTaMm [OoCTyna AOSKHbI obecrneynBatb
ynpaBneHue npaBamv W npuBunernsaMyM cyObekToB AOCTyna, pasrpaHuMyeHue [ocTyna cyObekToB JocTyna K
obbeKkTam [OCTyna Ha OCHOBE COBOKYMHOCTM YCT@HOBMEHHbIX B WH(OPMALMOHHOW cucTeMe npaBwn
pasrpaHvyeHns 4OCTyna, a Takke obecneynBaTb KOHTPOIb COOMIOAEHMSA STUX NPaBUIl.

20.3. Mepbl N0 OrpaHNYeHnIo NPOrpamMmmHoON cpefbl AOMKHbI obecnevmBaTh YCTAHOBKY M (MNn) 3anyCcK TONBbKO
pa3peLlUeHHOro K MCMoNb30BaHU0 B MHAOPMALMOHHON CUCTEME MPOrPaMMHOro OOEeCneyvYeHuss UM MCKMYaTb
BO3MOXHOCTb YCT@HOBKM W (MnM) 3amycka 3anpeLleHHOro K WCMONb30BaHWIO B WH(OPMaUMOHHOW cucteme
nporpaMMHoOro obecneyeHusl.

20.4. Mepbl N0 3awWMTe MaLUMHHBIX HOcuTenenm uHdopmauun (cpeactBa 06paboTKM  (XpaHeHus)
nHdopmaumMM, CbeMHble  MalUWHHbIE  HOCUTENM  MHAOPMaUMW)  OOIMKHbI  UCKMKOYaTb  BO3MOXHOCTb
HeCaHKLUMOHMPOBAHHOIO AOCTyNa K MaWWHHBIM HOCUTENSM W XPaHAWEWCa Ha HUX MHgopMauun, a Takke
HeCaHKLUMOHUPOBAHHOE NCMOMb30BaHNE CbEMHBIX MaLLUMHHbLIX HOCUTEeNen nHopmaunu.

20.5. Mepbl no peructpauun cobbiTuii 6e3onacHoCTM AOMKHbI obecneunBaTtb cOOp, 3anucCb, XpaHeHvue u
3almTy MHopMaLumn o cobbiTusax 6e3onacHOCTM B MHMOPMALIMOHHOW CUCTEME, a TakkKe BO3MOXHOCTb NPOCMOTpa
1 aHanusa MHopMaLun 0 TakMx COOLITUAX U pearpoBaHNE Ha HUX.

20.6. Mepbl N0 aHTMBUPYCHOM 3aluuTe OOIMKHbI 0b6ecneynBaTb 0OHapyXeHne B MHPOPMALIMOHHON cucTeme
KOMMbIOTEPHBIX ~ MporpaMM  NM60  MHOM  KOMMBLIOTEPHOW  MHOpPMaLMK, npegHasHadeHHoW  ans
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HeCaHKLMOHMPOBAHHOIO YHUYTOXEHUS, BNokupoBaHus, mogudmkaumm, KonMpoBaHUsi KOMMbIOTEPHOW MHpopMaLun
N1 HenTpanusauum CpeacTB 3awwmnTbl MHpopMauun, a Takke pearMpoBaHue Ha ObDHapyXeHUe 3TUX NporpaMm u
WHpopmaumn.

20.7. Mepbl no obHapyxeHutio (NpedoTBpaLLEHMIO) BTOPXKEHWN [OOMKHbI obecneumBaTb OOHapyXeHue
OEeCTBUA B MHGOPMALIMOHHOW CUCTEME, HamnpaBfeHHbIX Ha NpegHaMEPEHHbIN HECAHKLMOHMPOBAHHbLIA AOCTYN K
MHdopmaum1, cneumanbHble BO3AEWCTBUS Ha WHMOPMAUMOHHYIO cuctemy u (Mnv) MHGOpMaLuMio B UENsx ee
000bIBaHUSA, YHUUTOXEHNS, UCKaXKeHNs 1 BNOKMpoBaHNs JOCTyna K MHdopmaumm, a Takke pearmpoBaHvie Ha 3Tu
JencTeus.

20.8. Mepbl N0 KOHTPONIO (aHaNM3y) 3aLULLEHHOCTM MHGOPMAaLMK AOMMKHbI 00ecneunBaTb KOHTPOSb YPOBHS
3aLUMLLEHHOCTU MHAOPMaLMK, cogepXallencs B MHPOPMaLMOHHON cucTeme, NyTem npoBedeHnst MeponpUSTAA Mo
aHanuay 3almLLeHHOCTM MHAOPMALMOHHOM CUCTEMbI N TECTUPOBAHUIO €€ CUCTEMbI 3aLLMTbl MHOPMaLnK.

20.9. Mepbl no obecneyeHuto LENOCTHOCTM MH(OPMALMOHHON CUCTEMbI M MHOPMaLUK  OOSKHbI
obecneunBaTb OOHapyXeHue aKTOB HECaHKLMOHMPOBAHHOIO HapyLleHWsl LenoCTHOCTU MHAOPMAaLMOHHON
CUCTEMBbI U cofepxXallencsa B Hen MHdopmauun, a Takke BO3MOXHOCTb BOCCTaHOBMNEHWUS WH(OPMAaLMOHHON
CUCTEMbI 1 cofepXKallencs B Hel MHopMauuu.

20.10. Mepbl no obecnevyeHnto AOCTYNMHOCTU UHbopMaLMK OOMKHBI 06ecneYnBaTh aBTOPM30BaHHbIN 4OCTYN
nonb3oBaTenen, UMEeKLMX MpaBa No TakoMy AOCTyny, K MHopMauuu, cogepxalencs B MHpOpMaLVOHHON
cucTeme, B LUTATHOM pexume (OyHKLMOHUPOBaHNS MHGPOPMALMOHHOW CUCTEMBI.

20.11. Mepbl no 3awmte cpefbl BUPTyanusaumm OOSMKHbI UCKNIOYATb HECaHKUMOHUPOBAHHBLIM OOCTYN K
nHdopmaumm, obpabaTbiBaemMon B BMPTyanbHOW WHAPACTPYKTYpe, W K KOMMOHEHTaM BUPTyasnbHON
MHPACTPYKTYPbI, @ Takke BO34ENCTBUE HA MH(POPMALMIO U KOMMOHEHTBI, B TOM YUCIE K CPeAcTBam ynpaBrneHus
BMPTyanbHON WHAPACTPYKTYPOW, MOHMUTOPY BMPTyanbHbIX MalWH (FMNepBU3OpYy), CUCTEME XPaHEHWUS AaHHbIX
(Bkntoyas cuctemy xpaHeHusi 06pasoB BMPTyarnbHOW MHAPACTPYKTYpPbI), CETU Nepedayn AaHHbIX Yepes SreMeHThI
BUPTYanbHON MM onandeckon MHAPacTpyKTypbl, FOCTEBbIM OMEpPaLUOHHBIM CUCTEMaM, BUPTYyarbHbIM MalluHam
(koHTerHepaM), cnucTeMe 1 CeTu pennukauum, TepMUHanNbHbIM U BUPTYyanbHbIM YCTPOMCTBAM, a Takke cucteme
pe3epBHOro KONUMPOBaHMSA N CO30aBaEMbIM €10 KOMUAM.

20.12. Mepbl NO 3awWnTe TEXHUYECKUX CPeacTB AOMMKHbl MCKMYaTh HECaAHKUMOHMPOBAHHLIN O0CTYN K
CTaAUMOHapPHbIM TEXHUYECKUM cpeacTBam, obpabaTtbiBalowmm uHOpMaunio, cpefctBaMm, obecnednBalownm
YHKUMOHUPOBaHME WMH(OPMAaLMOHHON cucTeMbl (fanee - cpefdcTBa obecneyeHus OYHKLMOHWPOBaHUS), U B
MOMELLEHMS, B KOTOPbIX OHM NMOCTOSIHHO PACMOSIOXKEHDI, 3ALLUTY TEXHUYECKNX CPEACTB OT BHELLUHUX BO34ENCTBMN, a
Takke 3almTy UHdopMauun, NPeACcTaBNeHHON B BUAE MHPOPMATUBHBIX 3NIEKTPUYECKUX CUTHANOB U PU3NYECKMX
nonewn.

20.13. Mepbl no 3awute MHGPOPMALMOHHOW CUCTEMbI, €€ CPencTB, CUCTEM CBSA3M U nepefayn LaHHbIX
OOIMKHbI obecneumBaTtb 3awWwuTy MHGOpPMauMM nNpyv B3auMOOENCTBUM MHAOPMALMOHHOW CUCTEMbI UIM ee
OTAENbHbIX CEMMEHTOB C MHbIMU MHOPMALMOHHBIMU CUCTEMaMN U UHAPOPMALMOHHO-TENEKOMMYHUKALMOHHBIMMW
CeTAMM MNOCPEenCTBOM MPUMEHEHUS apXUTEKTYPbl MHEHOPMALUMOHHOM CUCTEMbI, MPOEKTHLIX PEeLIeHMn Mo ee
cucTeme 3awuTbl MHOPMaLMK, HanpaBneHHbIX Ha obecnevyeHne 3aWwnTbl nHopMaLmu.

21. Bblbop Mep 3awuTbl MHOpMauuM ns uMx peanu3aumm B MHAPOPMALMOHHON CUCTEME B paMKax ee
CUCTEMBI 3aLLUTbl MHOPMALLMK BKIOYAET:

onpegeneHne 6asoBoro Habopa mMep 3awWwuTbl MHGPOPMALMK ONs YCTAHOBIIEHHOrO Kracca 3allMLeHHOCTH
NMHGOPMALIMOHHOM CUCTEMBI B COOTBETCTBUM C 6a3oBbIMM HabopaMu Mep 3aLmTbl MHpopMauun, NPpUBELEHHBIMMI B
npunoxeHun N 2 k Hactoswmum TpeboBaHUsIM;

apantauunio 6aszoBoro Habopa mMep 3awmTbl MHQOPMALUKM NPUMEHUTENBHO K CTPYKTYPHO-(PYHKLMOHANBHBLIM
XapakTepucTnkam WMHOpMaLMOHHOWM CUCTEMBbI, NHGOPMALIMOHHBIM TEXHOJIOTUSIM, 0COBEHHOCTAM
YHKUMOHNPOBaHMSA MH(POPMALMOHHON cUCTEMbI (B TOM YMCrEe MpegycMaTpuBaloLLyo UCKMoYeHre n3 6asoBoro
Habopa mep 3aWwmnTbl MHPOPMaLMM MEP, HEMOCPEACTBEHHO CBSA3aHHbIX C MHAPOPMALMOHHLIMU TEXHONOTUSIMUA, HE
ncnonb3yembiMM B MHOPMALMOHHOW CUCTEME, WU CTPYKTYPHO-(PYHKUMOHANBHBIMU XapaKTepucTukamu, He
CBONCTBEHHLIMW MHGOPMALVOHHOM CUCTEME);

YTOYHEHUE aganTMpoBaHHOro 6asoBoro Habopa mMep 3awuTbl MHOPMaLMKN C y4eTOM He BbIbpaHHbIX paHee
Mep 3almMTbl UHOPMaLnUW, NpMBEAEHHbIX B npunoxeHun N 2 Kk HacTtoswmm TpeboBaHusaMm, B pesynbTate 4vero
onpegenarTca Mepbl 3awuTbl MHpopmaumm, obecneumBatoime GNOKMpOBaHWE (HEWTpanu3auuio) BCEX Yrpos3
6e3onacHOCTV MHpopMaLMK, BKIOYEHHBIX B MOAENb Yrpo3 6e3onacHoCTM MHdopmaumu;

[JOMOSNTHEHME YTOYHEHHOro ajanTupoBaHHOro 6asoBoro Habopa Mep 3awuTbl MHOpMaUUK Mepamu,
obecneunBaroLMMK BbINONHEHUE TpeboBaHUn o 3awuTe nHPoOpMaL M1, YCTaHOBIEHHBIMU UHBIMW HOPMATUBHbLIMU
NpaBoOBbIMW akTaMu B 00MacTu 3awuTbl MHoOpMauu1, B TOM Yncne B obnactu 3awmTbl NepCOHarnbHbIX aHHbIX.

[nsa Beibopa Mep 3almTbl MHGOPMAaLMK AN COOTBETCTBYIOLLErNO Kracca 3alULLEHHOCTU MHGOPMAaLMOHHOM
CUCTEMbI TMPUMEHSIOTCS MeTOoOUYECKMEe [OOKYMEHTbl, pasdpaboTaHHble W yTBepxaeHHble ®CTIK Poccum B
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COOTBETCTBMM C noanyHkToM 4 nyHkta 8 lNMonoxeHust o ®PenepanbHOn cryxbe No TEXHUYECKOMY U SKCMOPTHOMY
KOHTpOIto, yTBepxaeHHoro Ykasom lNMpesvaeHTta Poccuiickon deanepaumm ot 16 aBsrycta 2004 r. N 1085.

22. B uvHdOpMaUUOHHOW cuUCTeMe COOTBETCTBYIOLLEro Kracca 3allMLeHHOCTW B paMKax ee CUCTEMbI
3aWmnTbl MHOPMaLMM AOMKHbI ObITb peanu3oBaHbl Mepbl 3aWwuTbl MHOpMaUun, BbIbpaHHbIE B COOTBETCTBUM C
nyHktom 21 Hactodwwux TpeboBaHui u obecneuynBalowme OrOKMPOBaHUE (HeWTpanusauuio) BCeX Yrpos
6e3onacHoCcTV MHpopMaLun.

Mpn 3TOM B WHMOPMALMOHHOW CUCTEME [OIMKEH ObiTb, Kak MUHUMYM, peanun3oBaH aganTMPOBaHHbLIN
GasoBbli Habop Mep 3awuTbl MHOpPMauuKW, COOTBETCTBYIOLUA YCTAaHOBMEHHOMY KMaccy 3alluuLEeHHOCTU
MHOPMALIMOHHON CUCTEMBI.

23. Tpn HEBO3MOXHOCTM peanu3aumMm B WH(OPMALUOHHOW CUCTEME B pamMKax €€ CUCTEMbl 3aluTbl
nHdopMaumMM oTAenNbHbIX BbiOPaHHLIX Mep 3awmuTbl MHOPMaUMM Ha aTanax agantauumn 6asoBoro Habopa mep
3alWmnTbl MHpopMaLMN NN YTOYHEHUS afdanTMpoBaHHOro 6a3oBoro Habopa Mep 3awuTbl MHOPMaLUM MOryT
pa3pabaTbiBaTbCA WHble (KOMMEHCUpYyloLWMe) Mepbl 3aWwmuTbl uHdOpMaumu, obecneumBalolime agekBaTHOE
BGrnokupoBaHue (HerTpanusauuio) yrpo3 6esonacHocTn UHpopmaumn.

B atom cnydae B xofe pa3paboTku cucTeMbl 3awmUTbl MHOPMaLUMM MHAOPMALMOHHOW CUCTEMBbI OOIDKHO
ObITb  MpoBefeHO OOOCHOBaHWE MNPUMEHEHWUS KOMMEHCUPYKOLWUX Mep  3awuTbl  MHopmauun, a npu
aTTECTALMOHHBLIX MWCMbITAHUSIX OLleHEeHa [0CTaTOYMHOCTb WM adeKBAaTHOCTb AaHHbIX KOMMEHCUPYHOLMX Mep Ans
GroknpoBaHua (HelTpanusauun) yrpo3 6€3onacHoCcT! MHopMaLuun.

24. Mepbl 3awmnTbl MHOPMaLMK BbIOUMPAKOTCA U peannsyoTcs B MHOPMAaUMOHHOW CUCTEME B paMKax ee
CUCTEMbI 3aLUTbl MHPOPMALIMM C Y4eTOM yrpo3 6e3onacHoOCTM HopMaLnm NPUMEHUTENBHO KO BCEM OOBLEKTaM U
cybbektam gocTyna Ha anmapaTtHOM, CUCTEMHOM, MPUKIIAgHOM W CETEBOM YPOBHSIX, B TOM 4ucrie B cpefe
BMpTyanusaumun n obnadHbIX BbIYUCIEHWUNA.

25. OpraHu3auuoHHble Mepbl M CpeacTBa 3alumTbl MHOPMaUUKM, NPUMEHSAEMble B MHGOPMALMOHHOM
cucTteme, OOMMKHbI obecneunsaTb:

B WH(OPMaLMOHHbBIX cucTemax 1 knacca 3allMLLeHHOCTU - 3awuTy OT yrpo3 6e3onacHoOCTU MHopmauum,
CBSI3@HHbIX C JENCTBUAMW HAPYLUMTENEN C BbICOKM MOTEHLMANOM;

B MHOPMALMOHHBIX CUCTEMaxX 2 Krnacca 3alMLEeHHOCTM - 3awwmTy OT yrpo3 6esonacHoCTU MHGopMaLuuu,
CBSA3aHHbIX C AeNCTBUSAMU HapyLUMTENen ¢ NOTEHLNANOM He Hbke yCuneHHoro 6a3oBoro;

B MHOPMALMOHHBIX cucTeMax 3 Knacca 3aluLEeHHOCTM - 3awwmTy OT yrpo3 6esonacHoOCTU MHGOopMauuu,
CBSI3aHHbIX C AEVACTBUSIMU HapyLUUTENEN C NOTEHUMANoM He Huxe 6a3oBoro.

MoTeHuman HapylunTenen oNpeaenseTcs B Xo4e OLEHKN NX BO3MOXHOCTEN, NPOBOAUMON MpU onpeaeneHnm
yrpo3 6e3onacHoCcT1 nHpopmaumm B COOTBETCTBMM C MYHKTOM 14.3 HacToAwmx TpeboBaHWIA.

Onepatopom MoOXeT OblTb MPUHATO pelWeHne O MPMMEHEHMM B MH(OPMAUUOHHOW cucTeme
COOTBETCTBYIOLLEIO Knacca 3allWWEeHHOCTU Mep 3awmTbl uHdopmaumu, obecnedvBalowunx 3awmuty OT yrpo3
6e3onacHocTy MHpopmMauun, peannsyemblx HapyLwMTensMm ¢ 6onee BbICOKUM NOTEHLNANOM.

(n. 25 B pea. MNpukasza PCTIK Poccum ot 15.02.2017 N 27)

26. TexHnyeckne Mepbl 3awmTbl MHGPOPMaLMM peanuayrTcs NOCPEACTBOM MPUMEHEHMS CPEACTB 3aliuThbl
WHopMaUun, B TOM Yucne nporpaMmMHbiX (MporpammMHo-annapaTHbiX) CPeacTB, B KOTOPbIX OHM peanv3oBaHbl,
umetoLmx Heobxoammele pyHKUMM BesonacHocTw. [pn aTom:

B UH(POPMALMOHHbIX cucTemax 1 knacca 3allmLeHHOCTU NPUMEHSIOTCH CpeacTBa 3alnTbl MHpopmMauun He
HWXe 4 knacca, a TaKkke cpecTBa BblYUCIUTENBHON TEXHUKN HE HUXe 5 Knacca;

B MH(OPMALIMOHHbLIX cUCTeMax 2 Knacca 3allMLEHHOCTN NPUMEHSIOTCH CpeacTBa 3alnTbl MHpopMauun He
HWXe 5 knacca, a Takke cpecTBa BblYUCIUTENBHON TEXHUKN HE HUXe 5 Knacca;

B MHPOPMALMOHHBIX CUCTEMaxX 3 Kracca 3allMLLEHHOCTU MPUMEHSIIOTCA CPeacTBa 3almTbl MHopMauun 6
Knacca, a Takke cpecTBa BblYMCNUTENBHON TEXHUKM HE Hke 5 knacca.

B wuHdopmaumoHHbIX cuctemax 1 M 2 KNaccoB 3alMLLEHHOCTU MPUMMEHSATCA CcpeacTBa  3alluuThbl
WHopMaumy, npolwedlne NpOBEPKY He HWKe 4YeM Mo 4 YpOBHIO KOHTPOMsS OTCYTCTBUS HeOeKrnapupOBaHHbIX
BO3MOXHOCTEN.

Knaccbl 3awmTbl onpeaensoTca B COOTBETCTBUM C HOpMaTMBHbIMKU NpaBoBbiMM aktamu OPCTIK Poccuum,
n3gaHHbIMW B COOTBETCTBMU C noanyHKToM 13.1 nyHkTa 8 MNMonoxeHns o ®egepansHON criyxbe no TEXHNYECKOMY U
9KCMOPTHOMY KOHTPOIO, yTBepxaeHHoro Ykasom [NpesngeHTta Poccuiickon ®egepaumnm ot 16 asrycta 2004 r. N
1085.

B WHMOPMaLUMOHHBIX cUCTEMax MPUMEHSIIOTCA cpeacTBa 3aliMTbl MHOpMaLuKn, cepTUdULMPOBAHHbIE Ha
COOTBETCTBME 0bBsA3aTenbHbIM TpeboBaHUAM Mo HGesonacHoCTU MHdopMaumu, yctaHosreHHsiM @CTIK Poccun,
WU Ha COOTBETCTBUE TPebOOBaHUSAM, yKasaHHbIM B TEXHWYECKMX YCroBWsX (3agaHusix no GesonacHoctu). MNMpu
3TOM PYHKLMM 6E30NacHOCTM TakMX CpeacTB AOMKHbI 00ecneymBaThb BbINOSIHEHME HacTosALWMX TpeboBaHWi.

(n. 26 B pea. Mpukaza PCTIK Poccum ot 15.02.2017 N 27)
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27. B cnyyae 06paboTku B MHOPMAaLMOHHON cucTeme MHOpMaLMK, CoaepKaLle NepcoHarnbHble AaHHbIE,
peanuayemble B COOTBETCTBUM C MyHKTaMu 21 n 22 HacTosawmx TpeboBaHMn Mephbl 3awmuTbl HGQOPMaLnK:

ans  MHOpPMaUMOHHOM cucTeMbl 1 Knacca 3awumweHHocTu obecneuymBawT 1, 2, 3 M 4 ypoBHM
3aLUMLLEHHOCTU NEPCOHanbHbIX AaHHbIX <1>;

<1> YcTaHaBnvMBaeTCs B COOTBETCTBUM C TpeboBaHWAMW K 3aliuTe NEepPCOHanbHbIX AaHHbIX MNpU KX
06paboTke B MH(OPMALMOHHBLIX CUCTEMax MEPCOHAmNbHbIX [AaHHbIX, YTBEPXAEHHbIMW MNOCTAHOBIIEHNEM
MpaButenbcTBa Poccuickon ®enepaumm ot 1 HoA6pst 2012 . N 1119.

Ans MHPOPMAaLMOHHOM CUCTEMBI 2 KIacca 3aluLeHHOCTM obecneunBatoT 2, 3 1 4 ypOBHMU 3aLLULLEHHOCTU
NnepCcoHanbHbIX JAHHbIX <*>;

ans MHOPMaLMOHHOM cucTeMbl 3 Knacca 3alulieHHOCTM obecneunBaoT 3 M 4 YpOBHU 3aLLULLIEHHOCTMU
nepcoHanbHbIX aHHbIX <*>;

abasal uckntoyeH. - MNMpukas PCTOK Poccun ot 15.02.2017 N 27.

28. MNpwn ncnonb3oBaHM B MHPOPMALMOHHBLIX CUCTEMAX HOBbIX MHPOPMAaLMOHHBLIX TEXHOSOMMI U BbISIBNEHNN
OOMONHUTENbHBLIX Yrpo3 6e3onacHOCTU MHAopMaL MK, ANs KOTOPbIX HE onpeaeneHbl Mepbl 3awmTbl MHGOPMaLnK,
OOIMKHbI paspabaTtbiBaTbCst KOMMEHCUPYIOLLNE MEPbI B COOTBETCTBMU C NMYHKTOM 23 HacToswmx TpeboBaHui.

Mpwunoxexne N 1

kK TpeboBaHuam o 3awmute nHdopmaLmu,

He COCTaBnNsOLEN rocyAapCTBEHHYHO TaliHy,
cofepKallencs B rocyaapCTBEHHbIX
NMHOPMaLIMOHHBIX CUCTEMAX

OMPELENEHME KNACCA 3ALMLLEHHOCTU MHO®OPMALIMOHHOWM CUCTEMbI

Cn1coKk N3MeHsIIoLLNX JOKYMEHTOB
(B pea. MNpukaza PCTIK Poccun ot 15.02.2017 N 27)

1. Knacc 3awuieHHocTy nHpopmMauuoHHon cuctemsl (nepsein knacc (K1), BTopon knacc (K2), Tpetun knacc
(K3)) onpegensieTca B 3aBMCMMOCTU OT YPOBHS 3HauumocTu uHgopmauumn (Y3), obpabatbiBaemon B 3TON
MHOPMALMOHHONW cucTeme, M MacwTtaba WHPOPMALMOHHON cuctembl (dedepanbHbi, pPeroHanbHbIN,
00BEKTOBbIN).
(B peq. Npukaza PCTOK Poceun ot 15.02.2017 N 27)

Knacc sawmwenHocTn (K) = [ypoBeHb 3HaUMMOCTHN MHdOpMaLMK; MaclwTab cuctemsl).

2. YpoBeHb 3HAYUMMOCTVN WHOpPMaLMKM OMNpPenensieTcss CTENeHb BO3MOXHOIo yulepba ans obnagartens
MHpopmaumn (3akasumka) n (Mnu) onepaTtopa OT HapyLleHWs KOHPUAEHUWanbLHOCTU (HernpaBoOMepHble AO0CTyn,
KONMpoBaHWe, NpefoCTaBfeHNe WM pacrnpoCTpaHEeHUe), LUENOCTHOCTU (HEMPABOMEPHBIE YHUYTOXEHME WNn
MoaucmumpoBaHne) nnm 4OCTyNHoCTK (HenpaBomepHoe 6nokmpoBaHue) nHdopmaLmu.

Y3 = [(KoHduaeHumanbLHOCTb, cTeneHb yuepba) (LenoCTHOCTb, cTeneHb yuwepba) (OCTYNMHOCTb, CTEMEHb
yuiep6a)],

roe cteneHb BO3MOXHOrO yulepba onpegenserca obnagateneMm wuHdopmaumm (3akasdvmkom) un (1nm)
onepaTopoM CaMOCTOSATENbHO SKCNEPTHBLIM MUIU MHBIMU METOAAMU U MOXET ObITb:

BbICOKOW, €CnMM B pe3ynbTaTe HapylleHus OJHOro K3 cBoWcTB 6GesonacHOCTM  MHGOopMauum
(kOHMAEHUMANbHOCTKW, LEMOCTHOCTA, AOCTYMHOCTM) BO3MOXHbI CyLIECTBEHHble HeraTvBHble MNOCMNEACTBMS B
coumarnbHON, NONMTUYECKOW, MEXOYHaPOAHON, SKOHOMUYECKOW, (PUHAHCOBOM UMK NHBLIX 06NacTsax AeaTenbHOCTU 1
(vn) wmHOpMauMoHHaa cuctema u (Mnu) onepatop (obnagatenb WMHAOPMAaLMM) He MOryT BbIMOMHSATH
BO3MIOXXEHHbIE Ha HUX dOYHKLWK;

cpegHen, ecnu B pesynbTaTe HapyleHuWs OgHOro U3 CBOWCTB 6GesonacHocTM  MHdopmauun
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(koHMAEHUMaNbHOCTM, LUENOCTHOCTU, [AOCTYNHOCTU) BO3MOXHbI YMeEpeHHble HeraTuBHble MOCNeacTBUS B
couManbHON, NONMTUYECKON, MEXAYHAPOLHON, 3KOHOMUYECKOW, (OMHAHCOBOW UMM MHbIX 0BNacTsaX 4eATENbLHOCTM U
(vnn) nHopmaumoHHan cuctema u (unn) onepatop (obnagatens MHGOPMaLUM) He MOTYT BbINOMHATL XOTS Obl
O[HY U3 BO3MOXEHHbIX Ha HUX (DYHKLNIA;

HU3KOW, €ecnu B pe3ynbTaTe HapyleHWs O4HOrO0 U3 CBOWCTB Oe3onacHOCTM  MHcpopmauum
(koHbMaeHUManbHOCTW, LENOCTHOCTU, AOCTYMHOCTWN) BO3MOXHbI He3Ha4MTernbHble HeraTMBHbIE MOCMEACTBUSA B
coumarnbHON, NOSNINTUYECKON, MEXAYHAPOLHOW, SKOHOMUYECKOW, (OUHAHCOBOW UM MHbIX 06M1acTsX AEeATENbHOCTU U
(nnn) nHpopmaumoHHasa cuctema mn (unu) onepartop (obnagarens MHGPOPMaLMM) MOTYT BbIMOMHATL BO3MOXEHHbIE
Ha HUX QYHKUMM C HegoCTaTOYHOW 3PAEKTUBHOCTLIO MW  BbIMOMAHEHNE QYHKLUMIA BO3MOXHO TOSMBKO C
npuBneYeHnem JONONHNTENBHBIX CUM U CPEACTB.

WHdopmaumsa mvmeeT BbICOKMM ypoBeHb 3Hadmmoctn (Y3 1), ecnm xoTa Obl AnNs OOHOrO U3 CBOWCTB
6e3onacHoCT MHopMaLMKn (KOHUAEHUMANbLHOCTU, LENOCTHOCTU, OOCTYMHOCTIN) ONpeaerneHa BbiCOkasi CTeNeHb
ywepba. MHdopmauma mmeet cpegHuid ypoBeHb 3HaummocTu (Y3 2), ecnu xoTs Gbl Ans OQHOTO U3 CBOWCTB
6e3onacHoCTU UHopmauun (KOHpUAEHUNANbHOCTU, LEeNOCTHOCTU, AOCTYNHOCTN) onpeaerneHa cpeaHss cTeneHb
yuwiepba 1 HeT HM OOHOro CBOWCTBA, A1 KOTOPOro onpefeneHa BbicoKkas cTeneHb yuepba. MiHgopmauma nveet
HU3KUA ypoBeHb 3Ha4umocTn (Y3 3), ecnn ans Bcex cBoncTB 6e3onacHocTn MHopmaumm (KOHUOEHLMANBHOCTH,
LLeNIOCTHOCTU, AOCTYMHOCTWN) ONpeaernieHbl HU3kue ctenexu yuwepba.

A63au nckntoveH. - NMpukasz PCTIK Poccum ot 15.02.2017 N 27.

Mpn obpaboTke B MHOpMaUMOHHOM cucTteme OByX U Gonee BMAOB mMHGoOpmaumu (criyxebHas TanHa,
Harnoropasl TavHa W WHble YCTAHOBIEHHbIE 3akoHodaTenbCcTBoMm Poccunckon ®Pepepaumm Buabl MHopmMauum
OrpaHUYeHHOro AOCTyna) ypoBeHb 3HAYMMOCTU MHdopmauun (Y3) onpenenarca oTAeNbHO ONs KaXAoro Buaa
nHpopmaumn. UToroebii ypoBeHb 3HAYMMOCTU MHAOpMauumn, obpabaTtbiBaeMon B MHOPMALMOHHON cucTeme,
yCTaHaBMNMBaeTCss MO HavBbICWUMM  3HAYEHUAM CTEeneHu BO3MOXHOro yuwiepba, onpegeneHHbiM Ans
KOHUAEHUMANbHOCTH, LLENOCTHOCTU, AOCTYNHOCTU MHpOpMaLIMM KaxKAoro Buaa nHopmMaumm.

3. MiHdopmaunoHHas cuctema umeeT pefepanbHbld MacwTab, ecnu oHa yHKLMOHMPYET Ha TeppuTtopuu
Poccuinickon ®epepauun (B npegenax denepanbHOro Okpyra) U MMeeT cerMeHTbl B cybbektax Poccuiickon
depepaumm, MyHULMNANbHbIX 06pa3oBaHNSIX U (MNK) OpraHM3auusix.

MHdopMaLmoHHas cucteMa MMeeT pervoHanbHbIi MacwTab, ecny oHa (byHKUMOHMPYET Ha TeppuTopum
cybbekTa Poccuiickon ®egepaumm n UMeeT CerMeHTbl B O4HOM UITN HECKONbKUX MYHMUMMNANbHBIX 06pa3oBaHmsaX 1
(vnn) NoABEAOMCTBEHHBIX U MHbIX OpraHn3aLmsx.

WHdopmMaumoHHasa cuctema mmeeT 0ObEKTOBLIN MacliTab, ecnn oHa byHKUMOHUPYET Ha obbekTax 0gHOro
denepanbHOro opraHa rocygapCTBEHHOW BracTW, OpraHa rocyqapCTBEHHOW BriactM cybbekta Poccuiickon
depepaumm, MyHULMNANbHOro obpasoBaHns U (MNn) opraHnsaumMm U He MMEeeT CErMEeHTOB B TeppuTopUuarbHbIX
opraHax, NpeacTaBUTeNbCTBaxX, hunmanax, NoABe4OMCTBEHHbIX U UHbIX OpraHn3aumsX.

4. Knacc 3awmiLeHHOCT MHPOPMALMOHHOM CUCTEMBI OnpeaensieTcs B COOTBETCTBUM C Tabnuuen:

YpOBEHb 3HAYNMOCTU MacwTab nHpopmaunoHHON cnucTemsl
WHopmauum
denepanbHbIn PervonanbHbIN O6bekToBbIN
Y31 K1 K1 K1
¥y32 K1 K2 K2
Y33 K2 K3 K3

(Tabnuua B peg. MNMpukasa PCTIK Pocemm ot 15.02.2017 N 27)

MpunoxeHue N 2

kK TpeboBaHuAM 0 3awmTe Hdopmaunm,

He COCTaBnsAOLEN rOCyAapCTBEHHYHO TaliHy,
COAEpKaLLENCs B rocydapCTBEHHbIX
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VIH(bOpMaLI,I/IOHHbIX cucremMax

COCTAB
MEP 3ALLNTBI MHOOPMALIMN N X BA3OBbIE HABOPDI
ANnA COOTBETCTBYHOWENO KITACCA SALLNWEHHOCTN
VH®OPMALIMOHHOW CUCTEMbI

Cn1CoK N3MEHSIIOLLNX JOKYMEHTOB
(B pea. Npukaza PCTIK Poccun ot 15.02.2017 N 27)

YcnoBHoe Mepbl 3aWwuTbl UHOPMaLUMN B MHPOPMAaLIMOHHBIX cUCcTeMax Knacchl
obosHauyeHne 3alUULLEHHOCTHN
n Homep WHPOPMaLMOHHOW
Mepbl CUCTEMbI
3 2 1

I. MgeHTudmkaums n ayteHTumkaumsa cydbektoB goctyna u obbektos goctyna (MA®P)

NAD.1 VpoeHTndukauma un  ayTeHTudukauua nonb3osaTenen,| + + +
ABMAOLWMXCA paboTHMKaMK onepaTopa

NAD.2 MpeHTudmkauma um ayteHTudukaumsa yCTpoOWcTB, B TOM + +
yMcne CTaunoHapHbIX, MOBUMbHBIX MU NOPTAaTUBHbIX

NAD.3 YnpaBneHne mnaeHtTudukatopamm, B TOM 4Yucre cosganue,| + + +
NMPUCBOEHME, YHUUTOXEHNE UOEHTUDMKATOPOB

NAD 4 YnpaBneHne cpeactsamMu ayTeHTUdMKauuu, B TOM yucne| + + +
XpaHeHve, Bbiaya, MHUUManu3auusi, 6nokmpoBaHne cpeacTs
ayTeHTMdVKauMM N MpUHSATUE Mep B crny4vae yTpaTtbl 1 (Mnwn)
KOMMpomeTaLmmn cpeacTs ayTeHTudpmkaumm

NA®.5 3awuta obpaTHOM CBA3M NpuU BBOAE ayTeHTUMUKALMOHHOM | + + +
nHopmauum

NAD.6 VpoeHTndukauma n ayteHTUdumkauma nonb3osaTenen, He| + + +
SIBIAIOLLINXCS paboTHMKamMu onepaTtopa (BHELLHMX
nonb3oBaTtenen)

NAD.7 MaoeHTudurkauma m ayteHTudukauma ob6beKToB hannoson

CUCTEeMbI, 3arnycCkaemMblX N UCMOJIHAEMbIX MO,CI,yJ'IGI?I, obbekToB
CucTtem ynpasJieHUA 6asamMu gaHHbIX, 0ObEKTOB, CO34aBaeMbIX
npuknagHbiMm 1 cneuunaribHbiM MNporpaMmMHbIM obecneyveHneM,
WHbIX 06bEKTOB AocTtyna

[l. YnpaBneHue goctynom cybbeKkToB gocTyna k oobektam gocryna (Y1)

yna.1 YnpaBneHne (3aBegeHue, akTtuBauusi, OnokupoBaHue u| + + +
YHUUTOXEHNE) YYETHBIMU 3anuCsiMM MONb30BaTENEN, B TOM
yncne BHELUHMX Nonb3oBaTenen

yna.2 Peanunsauus Heobxognmbix MeTOOOB (OWCKPEUWMOHHbIW, | + + +
MaHOaTHbIA, POMNEBON WM WHOW METOA), TUMOB (4YTEeHue,
3anncb, BINOMHEHNE UMM MHOW TWN) U NpaBuil pa3rpaHnYyeHns
goctyna
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yna.3

YnpaBneHne (punbTpauus, MapLipyTu3auusi, KOHTPOSb
CoeaunHeHWI, ogHOHanNpaBneHHas nepefada U UHble cnocobbl
ynpasneHus) MHOPMaLNOHHBIMMK noTokamm Mexay
YyCTpOMCTBaMU, CerMeHTamv WHAPOPMaLMOHHON CUCTEMBI, a
Takke Mexay MHPOPMaLMOHHLIMU CUCTEMAMMU

yrng.4

PaspgeneHne  nonHomoumi  (ponen)  nonb3oBaTenen,
agMUHUCTPaToOpOB " nmu, obecneynBaroLLmX
dYHKUNOHNPOBAHNE UHAOPMALIMOHHOW CUCTEMBI

yrna.s

HasHauyeHne  MUHMManNbHO  HeoGXoOMMbIX MNpaB MU
npuBUNErMin nonb3oBaTensM, agMUHUCTpaTopaM W fuuam,
obecrneumBaolUMM  (PYHKLUMOHMPOBaHNE  MHGOPMAaLMOHHOW
cucTeMmbl

yrpa.6

OrpaHunyeHune HeycneLlHbIX NonbITOK BXoda
MHOPMALIMOHHYI0 cucTemy (gocTyna K MHpOpMauVoHHO
cucrteme)

B
n

yna.7

MpegynpexgeHne nonb3oBaTend npuM ero Bxoge B
WH(OPMALIMOHHYIO CUCTEMY O TOM, YTO B WMHGOPMAaLMOHHON
cucTeMe peanusoBaHbl Mepbl 3awuTbl MHopMauun, M o
HeobX0AMMOCTU COBMOAEHUS UM YCTaAHOBIEHHbLIX ONepaTopoMm
npasun 06paboTkn nHdopmaLlmm

yna.s

OnoBelleHre nonb3oBaTens Mocrne YCNewHOoro Bxoda B
MH(OPMALIMOHHYI0O CMCTEMY O ero npefbigyliem Bxoge B
WHAOPMALIMOHHYIO CUCTEMY

yra.o

OrpaHudeHve yncna napannenbHbIX CeaHCoB AOCTyna Ans
KaXgon y4yeTHOM 3anucu nonb3oBaTens WHGOPMaLNOHHON
cucTembl

yrpa.10

BnoknpoBaHne ceaHca pgoctyna B UH(OPMALMOHHYHO
CUCTEMY nocfe YCTaHOBMEHHOrO BpemeHn 6Gesgencteus
(HeakTMBHOCTW) Nonb3oBaTenNst UNK Mo ero 3anpocy

yna.11

PaspelueHune (3anpeT) aencreum nonb3oBaTtenen,
paspeLleHHbIX 40 AeHTUdUKaLMM 1 ayTeHTUdUKaLUm

yrnpa.12

Moppepxka n coxpaHeHue atpnbytoB 6e3onacHOCTV (METOK
6e3onacHoCcTM), CBsi3aHHbIX C MHdOpMauMeln B npolecce ee
XpaHeHus n 0b6paboTku

yrna.13

Peanusauus sawyeHHoro yaaneHHoro AocTyna cybbekTos
Joctyna kK obbektam  gocTyna  Yepe3  BHELUHWE
NHOPMaLIMOHHO-TENIEKOMMYHMKaLMOHHbIE CETH

yna.14

PernameHTaums " KOHTPOIb NCMNOMb30BaHWs B
WH(POPMALIMOHHOM  cucTeMe  TexHomormi  6ecnpoBoOgHOro
goctyna

yra.15

PernameHTtaums n KOHTPOIb Mcnosnb3oBaHnA B
VIHq)OpMaLJ,VIOHHOVI cncTteme MOBUIbHBIX TEXHUYECKNX cpencTte

yrnpa.16

YnpaeneHve B3auMoOeWCTBMEM C MH(OPMaLNOHHBLIMA
cucrtemamm CTOPOHHUX opraHvsauui (BHELWHKe
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MHOPMAaLIMOHHbIE CUCTEMBI)

yng.a7

ObecneveHne JoBepeHHON 3arpysku cpeacTs
BbIYNCIIUTENBHOW TEXHUKM

lll. OrpaHnyeHne nporpammHon cpegpl (ONC)

orcA1

YnpaBneHvne 3anyckoM (oGpaleHusiMM)  KOMMOHEHTOB
nporpammHoro obecneyveHusi, B TOM 4uCre OnpeaeneHue
3anyckaeMblX KOMMOHEHTOB, HacTpolka MmapaMeTpoB 3anycka
KOMMOHEHTOB,  KOHTPOMb 3@  3aMyCKOM  KOMMOHEHTOB
nporpaMmHoro obecneyenunsi

oric.2

YnpaeneHne YCTaHOBKOM (MHCTanNNsAuMen) KOMMOHEHTOB
nporpammHoro obecneveHns, B TOM 4ucre onpegeneHve
KOMMOHEHTOB, noanexaimx yCTaHOBKe, HacTpoika
napamMeTpoB  YCT@HOBKM  KOMMOHEHTOB,  KOHTpOnb  3a
YCTaHOBKOW KOMMOHEHTOB NPOrpaMMHOro obecneyeHns

onc.3

YcTaHoBKa (VIHCTaﬂJ'IﬂLI,I/I‘il) TONMbKO  pa3pelleHHOro K
MCNoJ1b30BaHNKO nNporpaMmMHOro obecneyeHnss u (I/Iﬂl/l) ero
KOMMOHEHTOB

onc.4

YnpasneHne BpeMeHHbIMU hannamu, B TOM YnUcre 3anper,
paspeLueHue, nepeHanpasneHne 3anucu, yaaneHue
BPEeMEeHHbIX (halnnos

IV. 3awmta MawmHHbIX HocuTenen nHgpopmauun (3HW)

3HN.1

Y4eT MaLlLMHHbBIX HocuTenemn nHdopmaumm

3HN.2

YnpaeneHne  JOCTYNMOM K  MAalWHHbIM  HOCUTENSAM
MHdopMaLnn

3HN.3

KoHTporb nepemeLLeHus MaLUMHHBIX HocuTenen
NHopmaumu 3a npegensl KOHTPONUPYEMOWM 30HbI

3HN.4

Vckntodenune BO3MOXHOCTU HeCaHKLMOHMPOBAHHOTIO
O3HaKOMSEHUS C cogepXXaHnem MHGopMauumn, XpaHsaLwencsa Ha
MaLUVHHBIX HOCUTENSAX, M (MnM) WCNONb30BaHWUS HOCUTENEN
NHOPMaLNK B MHBLIX MHPOPMALIMOHHBIX CUCTEMaX

3HN.5

KoHTporb ucrnonb3oBaHua MHTepdeincoB Beoda (BbiBoAa)
MHpopMaLIMM Ha MaLUUHHbIE HOCUTENW MHoPMaLUK

3HWN.6

KoHTponb BBOAa (BbiBOA4a) MHAOPMaLUMM Ha MalUVHHbIE
HocuUTEnu nHdopmaumm

3HN.7

KoHTponb NOAKIIOYEHUS MaLUMHHbIX HocuTenen
MHdopMaLnn

3HWN.8

YHuJTOXEHME (CTUpaHue) WHOopMaLUMM Ha MalUMHHbIX
HocUTENAX MpuM UX Nepedadye Mexay nonb3oBaTtensmu, B
CTOPOHHME OpraHM3auun Ond peMoHTa WM yTunusaumu, a
Takke KOHTPOIb YHUYTOXEHUS (CTUPaHKS)

V. Peructpaums cobbeitun 6esonacHoctn (PCB)
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PCB.1

OnpepeneHne  cobbitum  6e3onacHOCTH,  noasiexalinx
peructpauuu, u CPoKOB UX XpaHeHUs

PCB.2

Onpep,eneHme COCTaBa W coAgepXxaHud VIHd)OpMaLI,VIVI [0}
cobbITuAX 6Ge3onacHOCTK, NoAanexalumx pernctpaunmn

PCB.3

Cbop, 3anuMcb W XxpaHeHwe uHdopMauun o CcobbITUAX
6e30nacHOCTM B TEYEHME YCTAHOBIIEHHOTO BPEMEHN XPaHEHNS

PCB.4

PearnpoBaHne Ha cbou npu pernctpaumm cobbITui
6e3onacHocTM, B TOM 4ucre annapaTHble M NporpaMMHble
ownbkn, cbom B MexaHuMamax cbopa uHGopmauum U
OOCTWXXKEHME npedena unm nepenoniHeHnst oobema (EMKOCTK)
namMaTn

PCB.5

MOHMTOPWHT (MPOCMOTP, aHanu3) pesynbTaToB perucTpaumm
cobbITMIN GE30MACHOCTM 1 pearMpoBaHne Ha HUX

PCB.6

"eHepupoBaHMe BpeMEHHbLIX METOK 1 (M) CUHXPOHM3aLNS
CUCTEMHOrO BPEMEHU B MH(POpMaLMOHHON cucTeme

PCB.7

3awmTa nHpopmaumm o cobbiTusx 6e3onacHoCTu

PCB.8

OGecneyeHne BO3MOXHOCTM MPOCMOTpPa W  aHanu3a
WHpopMaLmMm o [eWCTBUAX OTAEMbHbIX MNorb3oBaTenen B
WHOPMALIMOHHON CUCTEME

VI. AHTMBUpYycHas 3awwmTa (AB3)

AB3.1

Peanunsauusa aHTu BVIpyCHOIZ 3aLlunTbl

AB3.2

O6HoBneHne 6asbl [OaHHbIX MNPU3HAKOB BPELOHOCHbIX
KOMMbIOTEPHBIX MpOrpamMm (BUpYcoB)

VIl. O6HapyxeHue BTopXeHun (COB)

COBA1

O6HapyxeHne BTOpXeHWI

COB.2

O6HoBrneHWe 6a3bl peluatoLwmx NpaBun

VIII. KoHTponb (aHanu3) 3awmieHHocT nigopmaumm (AH3)

AH3.1

BbigBrneHve, aHanus yasBMMocTen  MHGOPMAaLMOHHON
CUCTEMbI N OMEPATUBHOE YCTPaHEHWE BHOBb BbISBIIEHHbIX
yA3BUMOCTEN

AH3.2

KoHTporb YCTaHOBKU OBHOBEHWI nporpaMmHoro
obecneyeHus, BKITtOMas obHoBneHne nporpammMHoro
obecneyeHus cpeacTs 3amTbl UHGOPMaLUnm

AH3.3

KoHTponb paboTocnocobHOCTM, MapamMeTpoB HACTPOWKU U
npaBuIibHOCTU PYHKLUMOHNPOBAHMWS nporpaMmmMHoro
obecneyeHns N CpefcTB 3aWwmThl MHGOPMaLMK

AH3.4

KOHTpOJ'Ib CoCTaBa TEXHUYECKuX cpencrts, nporpaMmmMHoOro
obecneyeHns u cpencTs 3allnTbl VIH(pOpMaLI,VIVI
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AH3.5

KoHTponb npaeBui  reHepauum UM CMeHbl  naponen
nonb3oBaTenen, 3aBedeHUs W YyAaneHus Y4YeTHbIX 3anucen
nonb3oBaTenen, peanusauMum  nNpaBun  pasrpaHNYeHus
AOCTYyNOM, MOMHOMOYMIA MNonb3oBaTenen B WUH(OPMaLMOHHOW
cucteme

IX. 06

ecrneyeHne LenoCTHOCTU MHPOPMAaLIMOHHON cucTeMbl U MHApopmaumn (OLIT)

ousA

KoHTponb  LENnoCTHOCTU MporpammHOro  obecneveHus,
BKIIOYas MporpaMMHoe obecrnevyeHne CpeacTB  3alluThbl
WHopmaLmm

+

ouf1.2

KOHTpONnb LENOCTHOCTU WHdOopMauuKn, copepkawenca B
Basax gaHHbIX MHAOPMALIMOHHON CUCTEMBI

oun.3

ObGecneyeHne BO3MOXHOCTM BOCCTaHOBEHMS!
nporpaMmMHoro  obecrieyeHusi,  BKMYas  NporpaMMHoe
obecrieyeHne  CpPeAacTB  3awWmMTbl  MHGOPMauuM,  npw
BO3HUKHOBEHMW HELUTATHbLIX CUTyaLnii

ou4

OOHapyxeHve W pearnpoBaHMe Ha MOCTYMneHne B
NMHOPMALIMOHHYIO CUCTEMY He3anpallMBaEMbIX 3NEKTPOHHbIX
coobueHnn (mMcem, OOKYMEHTOB) U WHOW WMHAOPMaLMKM, He
oTHOCSAWMXCH K (DYHKUMOHMPOBAHUIO  MHGOPMAaLMOHHON
cucTeMbl (3awmTa oT cnama)

oun.5

KoHTponb cogepxaHusa wuHdopmauuu, nepegaBaeMon U3
WH(OPMALIMOHHON CUCTEMbI (KOHTEMHEPHbIN, OCHOBAHHbLIA Ha
cBouncTBax obbekTa OOCTyna, M KOHTEHTHbIA, OCHOBAHHbIN Ha
novucke  3anpelweHHon K nepefadye  uHdopmauum  ¢©
NCMNOMb30BAHNEM CUIHATYyp, MacoK W WHbIX METOAOB), MU
UCKMIOYEHME HernpaBOMEPHOW nepefavnm uHgopMauun u3s
WHGOPMALNOHHOW CUCTEMBI

oLn.6

OrpaHuyeHune npas nofnb3oBaTenen no Beogy nMHpopmaumm
B MHPOPMAaLMOHHYIO cucTeEMY

oun.7

KOHTpOsb TOYHOCTM, MOMHOTHI WM MPaBUBbHOCTU [aHHbIX,
BBOAUMBIX B MHDOPMALIMOHHYHO CUCTEMY

oun.s

KoHTponb ownboYHbIX OEACTBUIA NONb30BaTeENen no BBoAy
n (vnn) nepegade uMHGoOpMauuu M NpegynpexgeHue
nonb3oBaTenen 06 oLMOO4YHbIX AENCTBUAX

X. ObecneyeHve goctynHoctn uHdopmaumm (OOT)

OAOT .1

Vicnonb3oBaHue OTK&SOyCTOVI‘-IVIBbIX TEXHUNYECKMNX CcpencTB

oaT.2

PesepBrpoBaHne TEXHWYECKUX CPeAcTB, MNPOrpamMmmHOro
obecrneyeHusi, KaHanoB nepefjayv WHGOPMauUW, CpeacTs
obecneyeHns: (PyHKLMOHMPOBAHUS MHCOPMALIMOHHON CUCTEMBI

oAT.3

KoHTporb 6e30TkasHOro (hyHKLMOHMPOBAHUS TEXHWUYECKUX
CPeAcTs, obHapyxeHune n rokanusauus OTKa30B
(PYHKLUMOHMPOBAHNSA, MPUHSATE Mep MO  BOCCTAHOBIEHUIO
OTKasaBLUNX CPEACTB U UX TECTMPOBaHMWE
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OAT.4

[Nepuoanyeckoe pesepsBHOE KonMpoBaHWe MHopMaumm Ha
pe3epBHble MalLUUHHbIE HOCUTENN I/IHq.)OpMaLI,I/II/I

oArT.5

ObGecneyeHne BO3MOXHOCTM BOCCTAHOBIIEHNSI MH(OPMaLUK
C pe3epBHbIX MaLLUMHHbIX HOCUTENeh MHhopMaumn (pe3epBHbIX
KOMWUi1) B TeYEHME YCTaHOBIIEHHOrO BPEMEHHOTO UHTepBana

oAT.6

Knactepusaumss nHOOPMaUMOHHOW cucTembl U (Mnu) ee
CErMeHTOB

oAaT.7

KoHTponb  COCTOsIHMSE UM kayecTBa  NpefocTaBlieHusi
YMNONIHOMOYEHHBIM ~ JIULOM  BbIYMUCIIUTENbHBIX  PECYPCOB
(MoLLHOCTE), B TOM Yncre no nepegaye uHpopmauum

XI. 3awwmTa cpeapl Buptyanu3auum (3CB)

3CB.1

MpeHTudmkauma n ayteHTudmnkauma cybbektoB goctyna u
06beKTOB JOCTyna B BUPTyanbHOW WHMPACTPYKType, B TOM
yucne agMUHUCTPaToOpOB ynpaBneHus cpeacTeamu
BUpTyanusaumu

3CB.2

YnpaBneHne [OCTYNOM CyObEKTOB [OCTyna K OObektam
JocTyna B BUPTyarbHOW MH(PACTPYKTYpe, B TOM YNCIE BHYTPU
BMPTYarbHbIX MaLUWH

3CB.3

PeFI/ICTpaLI,I/Iﬂ cobbiTuii  BesonacHOCTM B BMpTyaﬂbHOVI
MHq)paCTPYKType

3CB.4

YnpasneHve (hunbTpauus, MapLipyTM3aumsi, KOHTPOIb
COefMHeHWs, OOHOHanpasrieHHas nepegaya) MOTOKaMM
nHopmaumm Mexay KOMMOHeHTamMu BMPTYarnbHON
WMHPACTPYKTYpbl, a Takke Mo MepumeTpy BUPTyanbHOW

NHpPaCTPYKTYpPbI

3CB.5

[oBepeHHass  3arpyska  CcepBepoB BMpTyanuaauuu,
BMPTyanbHOW MaluWHbl (KOHTeMHepa), cepBepoB YrnpaBreHus
BMpTyanusaumen

3CB.6

YnpaBneHve  nepemelleHnemM  BUPTyarnbHbIX  MallUuH
(koHTEeNHepoB) n obpabaTbiBaEMbIX HA HUX JAHHbIX

3CB.7

KoHTponb LUEenocTHOCTU BUPTYarnbHON MHMPacTPyKTypbl U
ee KoHurypauui

3CB.8

PesepBHOe  koOnMMpoBaHME  [OaHHbIX, pe3epBUpOBaHME
TEXHUYECKNX cpencTs, nporpammMHoro obecneyeHns
BUPTYanbHOM WHQPACTPYKTYpbl, a Takke KaHaroB CBA3U
BHYTPU BMPTyanbHOW MHAPaCTPYKTYpbl

3CB.9

Peanusauus u ynpaeneHne aHTMBMPYCHOW 3aliMTon B
BUPTYanbHON UHPACTPYKType

3CB.10

PasbveHne BupTyanbHOW MHMPACTPYKTYpbl Ha CErMeHTbl
(cermeHTMpoBaHMe  BUPTyarnbHOM  MHAPAaCTPYKTypbl)  Ans
06paboTkn MHopmaumnm oTaenbHbIM Nonb3oBaTeneMm u (Unu)
rpynnown nons3oBartenen
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XII. 3awmTa TexHmyecknx cpencts (3TC)

3TC.1

3awmTta uHGpopMauumu, obpabaTbiBaeMon TEXHUYECKUMM
cpefcTBaMu, OT €€ YTEUKM N0 TEXHUYECKMM KaHanam

3TC.2

OpraHusaunst KOHTPONMPYEMOK 30HbI, B Mpegenax KoTopoun
MOCTOSIHHO  pasMeLLaloTCss  CTauuoHapHble  TexXHUYeckue
cpeactea, obpabartbiBaowme wuHPOpMauMio, U cpeacTsa
3aWwmnTbl uHGpOpMauUMM, a Takke cpeacTBa obecrnedeHus
YHKUMOHNPOBaHMS

3TC.3

KoHTponb © ynpaBneHne uU3MYeCcKMM OOCTYNoM K
TEXHUYECKMM CpeacTBam, cpeacTBam 3aluTbl MHGopmaumn,
cpeactBaMm obecneveHns YHKUMOHMPOBaHMSA, a Takke B
nomMelwleHna " COOpYyXeHUdA, B KOTOPbIX OHWU YCTaHOBJIEHHDI,
UCKMoYatoLme HeCaHKLUMOHMPOBAHHLIN OU3NYECKUIA JOCTYN K
cpeactBam obpaboTku WHopmauun, cpeacteam  3alUThbl
nHdopmaumm 1 cpeacteam obecneyeHust OYHKLUMOHUPOBAHMS
MH(OPMALIMOHHOW CUCTEMbBI U MOMELLEHUS U COOPYXXEHUS, B
KOTOPbIX OHU YCTAHOBIEHbI

3TC.4

PaswmelueHne YyCTPONCTB BbIBOAA (oToBpaxeHus)
WHOPMaLMK,  UCKNIOYaKlee ee  HeCaHKLUWMOHMPOBAaHHbLIN
npocmoTp

3TC.5

3awmrta OT  BHEWHUX BO3OEWCTBUN  (BO3AEWCTBUI
OKpy>KaloLlen cpedbl, HeCTabWurbHOCTU 3NEKTPOCHabXeHNs,
KOHOMLIMOHMPOBAHUS U MHbIX BHELLUHUX (DAKTOPOB)

XIll. 3awmTa

WH(OPMAaLIMOHHOM CUCTEMBI, €€ CPeACTB, CUCTEM CBA3N 1 nepefayn aaHHbIX (3UNC)

31C.1

PasgeneHvne B WHMOpMaUMOHHON cucteme QYHKLMA Mo
yrnpasreHuio (aAMMHMCTPUPOBAHMIO) WHOPMaLMOHHOW
CUCTEMON, YNpaBreHnto (agMUHUCTPUPOBaHUIO) CUCTEMON
3alWmnTbl MHpopMaumn, pyHKUMA No obpaboTke nHdopMaLmmn 1
WHbIX (PYHKLMIA MHOPMALMOHHOW CUCTEMDI

+ +

31C.2

MpenoTepalleHre 3a4epXK1 UMK NpepbIBaHNS BbINOHEHNS!
MPOLIECCOB C BbICOKMM MPUOPUTETOM CO CTOPOHbI NMPOLECCOB C
HU3KUM NPUOPUTETOM

31C.3

ObGecneyeHne 3aluMTbl  WHGOPMaLMM OT  PacCKpPbITUS,
MoOAMMUKALUMN U HaBsi3blBaHUS (BBOAA NOXHOW MHbopMaumm)
npu ee nepegaye (MOAroToBKe K Nepeaade) No kaHarnam CBA3M,
UMELLMM BbIXOA 33 Mpefesibl KOHTPONIMPYeMOW 30Hbl, B TOM
ymcne GecnpoBOAHbIM KaHanam CBsi3u

3nCcC.4

ObecneveHne [OBEPEHHbIX KaHama, Mapwpyta Mexay
agMUHUCTPATOPOM, MOfb30BaTeNIEM W CpeacTBaMy 3aliuThbl
nHopMaumm  (PyHKUMsSIMM He30MacHOCTU CPEeACTB  3aluThl
nHdopmaLmmn)

31C.5

3anper HeCaHKUWOHWPOBAHHOW yAaneHHOW akTuBauuu
BUYAEOKaMep, MUKPOPOHOB U MHBIX NepUdepunHbIX yCTPOUCTB,
KOTOpble MOryT akTMBMPOBAaTbCA YyOaneHHO, W OnoBelleHue
nonb3oBaTenen 06 akTuBaLMmn Takmx yCTPONCTB
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31C.6

Mepemja4a M KOHTPOMb  LENOCTHOCTM  aTpubyToB
BesonacHocT  (MeTok  6Ge3onacHOCTW),  CBA3AHHLIX C
uHdopmaumen, npu obmeHe uMHPopMaunen C  UHbIMK
NMHOPMALMOHHBIMK CUCTEMaMU

3nC.7

KoHTponb CaHKLVOHUPOBAHHOTO " MCKMoYeHne
HECaHKUMOHMPOBAHHOIO NCMNonb30BaHus TexXHonornm
MOOMMBHOrO Koga, B TOM 4ucne peructpauusi cobbiTui,
CBSi3aHHbIX C UCMONb30BaHMEM TEXHOSOMMN MOBUNBHOIO KoAaa,
UX aHanuM3 WM pearMpoBaHWe Ha HapyLlUeHWsi, CBSI3aHHble C
MCNONb30BaHNEM TEXHOMNOINIM MOOUILHOrO Koaa

31C.8

KoHTponb CaHKLMOHNPOBaHHOTO " UCKMoYeHne
HeCaHKLMOHUPOBAHHOIO UCNOMb30BaHNS TEXHONOMNIA Nepeaayn
peys, B TOM 4ucrne pernctpaums CoObITUI, CBSA3AHHLIX C
NCMONb30OBaHMEM TEXHOMOMMI nepegayn peyn, Ux aHanus u
pearMpoBaHWe Ha HapyLUEeHUs, CBA3aHHble C UCMOMb30BaHUEM
TEXHONOrMM nepegaydn peym

31C.9

KoHTporb CaHKUMOHUPOBAHHOMN n UCKIOYeHne
HeCaHKUMOHMPOBAHHOW Mnepefayn BuaeonHdopmaumm, B TOM
yucre peructpauusi cobbITUA, CBSI3@HHbIX C nepenaven
BMOEOUHOPMaLMKW, WX aHanu3 W pearupoBaHMe Ha
HapyLLeHus1, CBA3aHHbIe C nepefayen sngeomHgopmarmm

31C.10

MoaTeBepXXaeHWe NPOUCXOXKAEHUA UCTOUYHMKA MHAOopMaLuK,
nony4yaemMoi B mpolecce onpefaeneHnst ceTeBblX agpecoB Mo
ceTeBbiIM MMeHaM WNM onpedeneHuss CeTeBbIX WMEH Mo
ceTeBbIM aapecam

31C.11

ObecneyeHne NOANMHHOCTU CETEBbLIX COEANHEHUI (CeaHCoB
B3aMMOAEWNCTBNSA), B TOM 4uCre Ans 3aluTbl OT NOAMEHbI
ceTeBbIX YCTPOWCTB U CEPBMCOB

31nC.12

VcknodeHne BO3MOXHOCTW OTPULAHWS MONb30BaTernem
dhakTa oTnpaBKkn MHopMaLUn gpyromy nosb3oBaTento

31C.13

McknioyeHne BO3MOXHOCTM oTpuuaHuna noJfib3oBaTtenem
(*)aKTa nony4yeHusa VIHCbOpMaLI,VIVI OT 4pyroro nonb3oBaTternd

3nC.14

VMcnonb3oBaHme yCTPOWCTB TepMUHarbHOro AocTyna Ans
06paboTkn nHpopmauun

31C.15

3awmTta apxmBHbiX alnoB, MNapamMeTpoB HACTPOWKMK
CpeacTB 3awWwnTbl MHGOPMALMM U NPOrpaMMHOro obecneveHns
W MHbIX AaHHbIX, HEe noanexawimx W3MEHEeHW B npouecce
06paboTkn nHopmaLmm

31C.16

BhisiBneHne, aHanums un 6J'IOKVIpOBaHVIe B I/IHd’.)OpMaLIMOHHOIZ
CUCTEME CKpPbITbIX KaHanoB nepeaayun VIH(bOpMaLI,VIVI B 06xoAa
peann3oBaHHbIX Mep 3allUnTbl VIH(pOpMaLI,VIVI nnn BHYTPU
pa3pelleHHbIX CeTEBbIX NMPOTOKOJI0B

3nNC.17

Pa3bueHne wnHPOPMALMOHHON CUCTEMbI Ha CErMeHTbI
(cermeHTMpoOBaHUe WMHOpPMaLIMOHHON cucTembl) "
obecneueHve 3almThI nepnumeTpoB CEermMeHToB
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WHGOPMALNOHHOW CUCTEMBI

31C.18

ObGecneyeHne 3arpyskM W UCMOSIHEHUS MPOTrPaMMHOIO
obecrieyeHMss C  MalIMHHBIX  HOCUTEnenh  MHJopMauuu,
OOCTYMHBbIX TOMbKO ANl YTEHUSl, U KOHTPOSb LENOCTHOCTU
AaHHOro NporpamMmHoro obecneyeHns

3nC.19

Msonaums  npoueccoB  (BbINOMHEHWe  nporpamm) B
BblAeneHHoN 06nacTv namsaTy

31C.20

3awmrta 06ecrnpoBOAHbIX COEOMHEHWUNR, MPUMEHSIEMbIX B
WHGOPMAaLNOHHOW cUcTeEMe

31C.21

WckniovyeHne pocTtyna nonb3oBaTens K  MHdopmauuu,
BO3HUKLLEN B pesynbTate [OEencTBumn npegblaywero
nonb3oBaTensi 4epe3 peecTpbl, OMEpaTMBHY NamsATb,
BHELLHME 3anoMMWHaloLWMne YCTPOWCTBA M WHble obwue ans
nosib3oBaTesnien pecypcbl MHPOPMaLMOHHON CUCTEMBI

3nC.22

3awumTa MHGOPMaLMOHHON CUCTEMbI oT yrpo3s
Oes3onacHoOCTU MHdOpPMaLUK, HampaBfeHHbIX Ha OTkas B
o6cnyxmBaHMmM MHPOPMALMOHHOW CUCTEMbI

31C.23

3awmTta nepumetpa (husnyeckux n (AnNn) NOrMYECKUX
rpaHuL) MHAOPMaLMOHHOM CUCTEMbI MPY €€ B3anmMogencTeum ¢
NHBIMK NHOPMALIMOHHBIMM cuctemamm n
NMHOPMaLMOHHO-TENEKOMMYHUKALMOHHLIMU CETAMM

31C.24

I'Iperau.l,eHme CeTEBbIX COEAMHEHUN NO WX 3aBepLieHnmn
mnn no wucrted4eHuUn 3agaHHOro onepatopomMm BpeMeHHOro
MHTepBana HeakKTUMBHOCTU CeTeBOro coeanHeHuna

3nC.25

Micnonb3oBaHne B WHMPOPMAUMOHHOM CUCTEME UN ee
CErMeHTax pasnnyHbIX TUMOB 0BLLECUCTEMHOTIO, NPUKMIAAHOIo U
crneunanbHOro  nporpaMMHoOro  obecnevenust  (cosgaHve
reTeporeHHow cpefbl)

31C.26

Mcnonb3oBaHue npuknagHoro n cneunanbHOro
nporpamMmmMmHoro obecneyeHus, nMerLwmnx BO3MOXHOCTb
d)yHKLI,I/IOHI/IpOBaHI/Iﬂ B cCpefax pas3findHbiX onepaunoHHbIX
cucremMm

3nC.27

Cospanne (3Mynaumsi) NOXHbIX MHOPMALMOHHBIX CUCTEM
WUNM UX KOMMOHEHTOB, NpeAHa3Ha4YeHHbIX ANsi OOHapyXeHwus,
perucTpaunm u aHanusa AeNcTBUMN HapyLumMTenen B npouecce
peanusauun yrpo3 6esonacHocTu nHcpopmavmm

31C.28

BocnpousBegeHne MOXHbIX W (MNM) CKPbITUE WCTUHHBIX
OTAENbHbIX  MH(OPMAUUOHHBLIX  TexHonormm wn  (Mnn)
CTPYKTYPHO-(YHKLMOHANBHBIX XapaKkTepucTuk
WHGOPMAaLIMOHHON cucTeMmsl unm ee CEerMeHTOB,
obecneumnBailLiee HaBA3blBAaHWE  HapyLUMTENO  JNIOXHOro
npeactaBneHns 06 UCTUHHBLIX MHPOPMAaLMOHHBIX TEXHOMOMMSAX
n  (unn)  CTPYKTYPHO-PYHKLMOHAMbHBIX  XapakTepucTuKax
WHOPMALIMOHHON CUCTEMBI
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31C.29

lNepeBog MHOPMAUWOHHOM CUCTEMBI WKW €e YCTPOWUCTB
(KOMMOHEHTOB) B 3apaHee oOnpeaeneHHy KOHUrypaumio,
obecneumBaoLlyo  3awmuty  uHdopmauuu, B Ccnydvae
BO3HMKHOBEHUN OTKa3oB (cboeB) B cCuCTeMe  3aluThl
UHopmaLm NHPOPMaLIMOHHON CUCTEMBI

31C.30

3awmta MOBUNbHBLIX TEXHUYECKMX CPEeACTB, MPUMEHSIEMbIX B
WHGOPMAaLNOHHOW cUcTeEME

nyn

3aLlUMLLIEHHOCTN MHAOPMALIMOHHOW CUCTEMBI.

Mepbl 3awWmTbl MHOPMauuK, He 0603HA4YeHHble 3HAkKoOM "+", MpUMeHsATCA npu agantaumm GasoBoro
Habopa mMep U yTOYHEHMM aganTupoBaHHOro 6a3oBoro Habopa mMep, a Takke nNpu paspaboTke KOMMEHCUPYIOLLMX
Mep 3aLnTbl MHpopMaLmMn B MHADOPMaLMOHHOM CUCTEME COOTBETCTBYIOLLIErO Knacca 3aLULLEHHOCTMU.

Mepa 3alunTbl I/IHd)OpMaLI,VII/I BKIoMeHa B 06a3oBbIN Ha6op Mep Ana COOTBETCTBYHOLLEro Kracca
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